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INTRODUCTION Chapter1

1 I NTRODUCTI ON

Welcometo theGuardianDigital InternetAccelerationandManage-
ment(2

) Server! This QuickStartGuide provides information about the
IAM Serveranddescribesthestepsnecessaryto successfullyinstall
andcon�gure it.

For more detailedinformation abouthow to useEnGardeSecure
Professional,besureto refer to thecompleteEnGardeSecurePro-
fessionalUsersGuide.
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Section2.0

2 CONTACTI NG GUARDI AN DI GI TAL

GuardianDigital welcomesyour input andfeedback.You may di-
rect all questions,commands,or requestsconcerningthe software
youpurchased,yourregistrationstatus,orsimilarissuesto theGuardian
Digital CustomerServicedepartmentat thefollowing address:

GuardianDigital CustomerService
165ChestnutStreet
Allendale,New Jersey 07401
UnitedStates

Phone: +1-201-934-9230
E-Mail: customer.service@guardiandigital.com
World WideWeb: http://www.guardiandigital.com
OnlineStore: http://store.guardiandigital.com

Thedepartment'shoursof operationare9:00AM to 7:00PM East-
ernTime,MondaythroughFriday.
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3 TECHNI CAL SUPPORT

GuardianDigital provides comprehensive supportfor your enter-
prise. GuardianDigital canhelp bridgethe gapbetweenthe fast-
pacednatureof the Internet, security, and the latestopensource
technologiesavailable in EnGarde. GuardianDigital can provide
you with the information necessaryto develop uniquecustomiza-
tionsof EnGardeproductsto achievethefastesttime to marketwith
themostcost-effectivesolutions.

Includedwith your purchaseis 60 daysof e-mail, telephone,and
Webinstallationandcon�gurationsupportbeginningat thetime of
purchase.This includesup to four incidentsof installationandcon-
�guration supportwithin that60dayperiod.

GuardianDigital encouragesyou to visit uson theWebfor thean-
swersto many commonlyasked questionsandsystemdocumenta-
tion. ContactGuardianDigital TechnicalSupportbetweenthehours
of 9:00AM and7:00PM Easterntime.

Toprovidetheanswersyouneedquicklyandef�ciently , theGuardian
Digital TechnicalSupportstaff needssomeinformationaboutyour
computerandsoftware.Pleaseincludethis informationin yourcor-
respondence:

� Programnameandversionnumber

� Productregistrationnumber

� Any additionalhardwareorperipheralsconnectedtoyourcom-
puter

� How to reproduceyourproblem:whenit occurs,whetheryou
canreproduceit regularly, andunderwhatconditions
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� Informationneededto contactyouby voice,fax,or e-mail

� Stepsyouhave takenthusfar to try to resolve theproblem

� Any additionalsoftwareinstalled

Pleasecontactususingoneof thefollowing methods:

Phone: +1-201-934-9230
E-Mail: support@guardiandigital.com
World WideWeb: http://www.guardiandigital.com

To avoid delayin processingyour request,be sureto includeyour
accountnumberin thesubjectof thee-mail.
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4 Inter net Acceleration and Management
Server

TheGuardianDigital IAM Servercombinesuserauthentication,web
caching,virusscanning,andInternetsecurityfunctionsinto asingle
producttypically installedat theInternetgateway.

The IAM Server providescachingto conserve network bandwidth
andreduceclient responsetimes. Control over usersandthe des-
tinationsthey visit on the Internetprovidesa singlepoint at which
all usersaccessInternetresources,narrowing the concentrationof
securityefforts.

4.1 Settingup a basicserver

4.1.1 Installation of the IAM Server

TheGuardianDigital InternetAccelerationandManagementServer
is installedvia the GuardianDigital SecureNetwork (GDSN). To
install the IAM Server insert the CD-ROM disk that wasincluded
with GuardianDigital IAM Serverpurchaseinto theCD-ROM drive
of theEnGardeserveryou will beinstallingtheIAM Serveron.

SelectingInstall from Local Media in the GDSN will performthe
installation. Instructionson how to usetheGDSNcanbe found in
Section5 onpage166of EnGardeSecureProfessionalUserManual.
Additionally theInstall fromLocalMediaportioncanbelocatedon
page168underSection5.1.2Install fromLocalMedia.
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Section4.1 Settingupa basicserver

4.1.2 Accessingthe newly installed IAM Server

OncetheGDSN�nishes installingall of theIAM Server packages,
you will beableto accesstheProxyManagementsectionfrom the
SystemManagementscreen.

4.1.3 IAM Server con�guration

All functionsof theIAM Servercanbecon�guredusingtheWebTool.
To startcon�gurationof theIAM Server selectGeneral Con�gura-
tion from theProxyManagementmenu.
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GeneralCon�guration

TheGeneral Con�gurationsectionsetsup thebasicproxy services
andalsohasa few optionsto addsomemandatedpoliciessuchas
virusscanninganduserauthentication.
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Section4.1 Settingupa basicserver

To con�gure theproxy all theoptionson this screenmustbecom-
pleted.A descriptionof eachitem canbe foundby clicking on the
nameof theitem.

Proxy Administrator TheProxyAdministrator�eld requiresane-
mail address.Thise-mailaddresswill bedisplayedwhenend-
usersreceiveerrorsfrom theproxy.

Addr essTo Listen On Thisis theaddressyouwanttheproxyserver
to answerrequestson. Generallyyouwantthis to betheinter-
nal addresssouserson theinsidecanaccesstheproxy server
to the outside. On a non-gateway, this is the IP of the only
interface.

Port To Listen On Theproxy serverby defaultwill useport 8080 .
Port3128 is alsoa commonproxy port. If you areuncertain
whatto enterleave thedefaultof 8080 .

Transparent Proxy? TheTransparentProxyoptionforcesusertraf-
�c to beredirectedthroughtheproxy regardlessof their web
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browsercon�guration. Proxy Authenticationcannot be en-
abledif TransparentProxyis enabled.

Mandate Proxy? EnablingtheMandateProxyoptionwill forcethe
usersto usetheproxy by denying themaccessto thewebvia
port 80. However, this requirestheusercon�gured their web
browserfor theproxyandin turnallowsProxyAuthentication
to beenabled.

Traf�c Shaping? Traf�c Shapingallowstheproxyserverto control
theamountof bandwidththeproxyserverwill allow eachuser
to use. You canselectthe amountof bandwidthusagefrom
thepull-down menu.Eachrateshowstheactualthroughputin
parenthesis.

For example56kbit is aboutthespeedof a56kmodemwhile,
512kbitis aboutequivalentto a standardDSL connectionand
1.544Mbitis theequivalentof a T1 line.

Eachuserwill receive a percentageof the overall available
bandwidthbasedon the numberof concurrentusersversus
thetotalbandwidthselected.

Virus ScanningHost EnablingVirus Scanningwill allow theEn-
GardeProxyServer to scanspeci�c �les with de�ned �le ex-
tensionsfor viruses.For example,all '.EXE' and.'ZIP' �les.
EnablingVirusScanningherewill addtheVirusScannerCon-
�guration menuto the Proxy Managementsectionallowing
theVirus Scannerto be con�gured in detail. Thereis a sep-
aratesectiondedicatedto theVirus ScannerCon�guration in
Section5 onpage34.

NOTE: TransparentProxy, MandateProxy and Traf�c Shapingare
only valid if theproxy server is locatedbetweenthe internal
andexternalnetworks.
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SOCKS Con�guration Guide

What is SOCKS?

SOCKSis a networking proxy protocol that enableshostson one
side of a SOCKSserver to gain full accessto hostson the other
sideof the SOCKSserver without requiringdirect IP-reachability.
SOCKSis oftenusedasa network �re wall, redirectingconnection
requestsfrom hostson oppositesidesof a SOCKS server. The
SOCKSserver authenticatesandauthorizesrequests,establishesa
proxyconnection,andrelaysdatabetweenhosts.

Con�guration Outline

Con�gurationis brokendown into threesections:General Con�gu-
ration, Client Rules, andSOCKSRules. General Con�gurationsets
upglobalpropertiesof theSOCKSserver (interfaces,etc).

Client andSOCKSRulesarethecoreof theSOCKSaccesscontrol
system. Theserulesoperateon different layersof the connection.
Client rulesoperateat theTCP/IPlayerandSOCKSrulesoperateat
theapplicationlayer.

Before a client can even establisha connectionwith the SOCKS
server they needa Client rule allowing them. Oncethe userhasa
TCP/IPsessionestablishedtheSOCKSrulesareconsulted.

Rulescomein two con�gurations:passanddeny. As you'd expect,
passrulespermittheconnectionto continuewhile denyrulesdonot.

Next comestheissueof Authentication.If Authenticationis enabled
thenthe client mustsenda valid (local) username/password along
with their initial SOCKSrequest.In orderfor theuserto beauthen-
ticated,they musthavea valid accounton theEnGardeServer.
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An ExampleSOCKS Con�guration Guide

Begin by choosingyour InternalandExternalinterfaces.This must
beproperlycon�guredfor theSOCKSproxytoworkcorrectly. Click
theSaveSettingsbuttonto updatethecon�guration.

Rulesareevaluatedin a top-down manner. In other words,when
a connectionis requestedthe SOCKSserver will walk throughall
the AccessControl Lists (ACL's) (in a top-down fashion)andal-
low/deny theconnectionassoonasit hits amatchingrule.

A sensiblecon�guration is to have a block rule at thebottomof the
evaluationchainsothataccessis deniedif thereis nota ruleexplic-
itly allowing it. Enterpassrulesfor subnetsabovethis. Finally, you
would addblock rulesabove thesefor speci�c clientsor portsto be
blocked.

Thefollowingcon�gurationusesCIDRnotationto representthenet-
works.For a explanationof whatCIDR notationis referto page??.

Considerthefollowing setup.1.2.3.0/24is our local subnet(theone
we want to grantaccessto), and1.2.3.200/32is a speci�c hostwe
wish to block:

Action From To Port
block 1.2.3.200/32 Any Any
pass 1.2.3.0/24 Any Any
block Any Any Any

Whena connectionis establishedtheSOCKSdaemonwill look at
the �rst ACL. If theclient makingtherequestis 1.2.3.200thenac-
cesswill bedenied.If it is not thentheSOCKSdaemonwill move
to thenext rule. If theclient is on thesubnet1.2.3.0/24thenaccess
is granted.Finally accessis deniedif theclient makingtherequest
doesnotmatchany otherrules.

InternetAccelerationandManagementServer 11
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Importantnote!Asstatedabovetherearetwo typesof accesscontrol
rules: Client RulesandSOCKSRules.Theexampleabove applies
to bothrule types;they arelogically thesameexceptfor thepointof
theconnectionwheretheaccesscontrolmechanismis used.

This WebTool module is designedto provide the capability for a
very broadClient rule allowing everybodyon your LAN andvery
speci�c SOCKSrulesblockingabusers/sites/ports.

Thefollowing is a slightly moreadvancedcon�guration.

Client Rules

Action From To Port Auth?
[1] pass 1.2.3.0/24 Any Any -
[2] pass 1.2.4.0/24 Any Any -
[3] block Any Any Any -

SOCKSRules

Action From To Port Auth?
[4] block 1.2.3.20/32 209.11.107.14/32 Any -
[5] block 1.2.3.10/32 Any Any -
[6] pass 1.2.3.0/32 Any Any Yes
[7] pass 1.2.4.0/24 Any Any -
[8] block Any Any Any -

Rules1 - 3 areClient rulesandclient4 - 8 areSOCKSrules.Below
is a narrativeexplaininghow theseruleswould beevaluated.

� Whenaconnectionis �rst established...
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– If theclient is on eitherthe1.2.3.0/24or the1.2.4.0/24
subnet,accesswill begranted.

– Otherwisethe connectionwill be droppedimmediately
(theclientwill geta 'Connectionrefused'message).

� Oncethe connectionis establishedthe SOCKSserver pro-
cessestheSOCKSrules.

– If theclient is 1.2.3.20andsheis trying to access
209.11.107.14,accessis denied.

– If theclient is 1.2.3.10,accessis denied.

– If the client is on the 1.2.3.0/24subnetthen accessis
deniedunlessauthenticationcredentialsaresentby the
clientandthey aresuccessfullyvalidated.

– If the client is on the 1.2.4.0/24subnetthen accessis
granted.

– Otherwisetheconnectionwill bedroppedgracefully.

I hopethisguidehasbeenhelpful for you. If youstill havequestions
onhow to con�gureSOCKSaccesscontrolrulesafteryouhaveread
this (andyour user's manual),pleasecontactGuardianDigital Sup-
port.

SOCKS Con�guration

All of theSOCKScon�gurationis doneatthismainmenu.Theabil-
ity to enableanddisablesocks,con�gure internal/externalinterfaces
andadd/removeclientandsocksrulesareall here.

ThemainSOCKSmenuis brokendown into four sectionsincluding
thesockscurrentstatus,theGeneral Con�guration, ClientRulesand
SOCKSRules.
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Therunningstatusallows theserver to beturnedon or off by click-
ing the Stoppedor Runningoption from Current Status. To deter-
mine if this server is startedat systemboot time the option to En-
able/Disableis locatednext to theBootStatus. Click on thelink to
enableor disableit.

Following that sectionis the General Con�guration. The internal
andexternalinterfacesmustbecon�guredfor properoperation.The
pull downmenushavealist of all IPaddressesandinterfaceslocated
on theEnGardesystem.

Thelast two sectionsaretheClient andSOCKSrules.Whena rule
is addedit will bedisplayedunderits propersection.To changethe
orderof therulesclick on theup/down arrow associatedwith it and
it will bemoved.For moreinformationconcereningtheserulesrefer
to theSOCKSCon�gurationGuideonpage10.
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New Client Rule

Locatedat the lower right cornerof theClient Rulessectionof the
mainmenuis theNew Client Rulelink. Selectingthis allows a new
client rule to becreated.The following menuwill appearallowing
you to doso.

Thismenuhasall theoptionneededto con�gure aclient rule. Leav-
ing theFrom, To andPort(s) �elds blankwill applya default of Any
for the appropriatecatagory. When the rule hasbeencon�gured
click theCreateRulebuttonto save it.

Thenew rulewill appearon themainmenu.

To edit or deletea rule click on thepass/blockunderAction that is
associatedwith that rule. A new menuwill appearsimilar to the
CreateClientRulewindow.

Herechangescanbe madeandupdatedby selectthe UpdateRule
optionor therulecanbedeletedby selectedtheDeleteRuleoption.

Whenchangesaremadeherethey will bere�ectedonthemainmenu
aswell.
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NewSOCKS Rule

Creatinga new SOCKSrule works the sameas creatinga Client
Rule, asdiscussedabove.

Proxy Authentication

Enablingthe Proxy Authenticationoption will requireeachuserto
enterin a usernameandpassword beforethey will be allowed to
accessthe web. If Proxy Authenticationis enabledthereare four
optionsto choosefrom.

No Authentication disablesall proxyauthenticationandallowsany
internaluserto usetheproxyserver.
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NTLM Authentication Usersmustauthenticatethemselvesagainst
a remoteWindows PDC. You must enter the nameof your
Windowsdomain,andoptionallythenameof aWindowsgroup
of which theusersmustbea memberin orderto beauthenti-
cated.

NOTE: PleasenotethatyoumusthaveWinbind(in theWindowsFile
Sharingmodule)enabledandcon�gured beforethis scheme
is usable.

BasicWindowsAuthentication attemptsto authenticateagainstthe
SMB domainyou enterin the text box. To con�gure this on
the Windows endyou must createa �le named'proxyauth'
andstoreit in the login sharewhich containsthe word "al-
low." If a useris authorizedto log into this domainthenthey
will beableto readthis �le andaccesswill begranted.If they
areunauthorizedthenthelogin will fail andproxyaccesswill
bedenied.

InternetAccelerationandManagementServer 17
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Local Authentication usesthe local username/password database
toperformauthentication.Thisisnicebecauseuserscanchange
theirproxy passwordsvia WebTool UserManager.

LDAP Authentication allowstheproxyservertoauthenticateauser
by accessingan LDAP server. An LDAP server mustbe al-
readycon�gured. For the proxy server to authenticatewith
LDAP eachuser's LDAP entrymustcontaina username,ei-
therde�nedby 'cn' or 'uid' anda'userPassword' mustbeset.

LDAP Server Thiswill containtheaddressof theLDAPserver.

UsernameDN Attrib ute The usernameattribute is de�ned
here. Generallythe usernamewill be de�ned by either
'cn' (CommonName)or 'uid' (UserID).

BaseDN This is thetop level DistinguishedNametheproxy
server will useto startit' s searchesat whenlooking up
userentries.
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DN to Bind to TheproxyserverrequiresaDistinguishedName
to bind to regardlessif a password is required.

DN Password This is the password associatedwith the DN
thatis beingboundto.

Proxy PrivacySettings

The Proxy Privacy Settingsallows the type of concealmentto be
con�gured for the proxy server to perform. Concealmentlets you
strip certainHTTP headersfrom requestsasthey passthroughthe
proxy, protectingtheprivacy of theusers.

Thefour settingsprovidethechoicefor none,standard,paranoidand
customconcealment.

NOTE: Certainheadersare requiredasper the HTTP speci�cation,
andstrippingsomeof the headersbelow may causeconnec-
tion dif�culties for the users. If userscomplainaboutcon-
nectionproblemsyou areadvisedto lower the concealment
settingasahighersettingscancausemoreproblemswith cer-
tain sites.

No Concealment

No headercleansingis performedandrequestsarepassedthrough
the proxy unmodi�ed. This is the default behavior andshouldbe
chosenif thereis troublereachingcertainsites.

Standard Concealment

From, Referer, Server, User-Agent, WWW-Authenticate, and Link,
headersareall strippedfrom therequestbeforeit leavestheproxy.

InternetAccelerationandManagementServer 19
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Paranoid Concealments

All headersare strippedexcept for Allow, Authorization, Cache-
Control, Content-Encoding, Content-Length,Content-Type, Date,
Expires,Host,If-Modi�ed-Since, Last-Modi�ed,Location,Pragma,
Accept,Accept-Charset,Accept-Encoding,Accept-Language,Content-
Language, Mime-Version,Retry-After, Title, Connection,andProxy-
Connection. This is themost"paranoid"option.

NOTE: Problemsmaybeexperiencedtrying to connectto somesites
with thissetting.

CustomConcealment

Thisoptionletsyou choosewhatheadersto cleanseat theproxy.

Any headersnot checkedwill bepermittedthroughas-is.

ACL Management

ACL Managementallows you to con�gure whatusersarepermitted
to accesstheInternet.

Therearetwo ACL Managementoptions,Standard andRestricted.

Standard ACL Management

GeneralACL rulesarede�ned in the Standard ACL Management
section. Therearefour sections,Non-InternetUsers, Unrestricted
Users, Allow RulesandDenyRules. Whenyou de�ne an ACL it
will appearin its associatedcategory. By clicking on a useror rule
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in thesecategoriesa window will be displayedwith the optionsto
edit or deletethecurrentuseror rule thatwasselected.

Non-Internet Users areusersthathaveanaccountonthelocalsys-
tembut shouldnotbeallowedany accessto theIAM server.

For example,let'ssayuserEric hasa localaccounton theEn-
GardesystemandtheIAM server authenticationis setto Lo-
cal Authentication. Thesystemadministratorhasdetermined
thatEric shouldnot beallowedaccessto theInternetthrough
theGuardianDigital IAM server.

Eric hasa local accountsoby default heis allowedto usethe
IAM server. SelectingNew Non-InternetUser andentering
eric into theValue�eld entryboxwill deny Eric theability to
usetheIAM server but still allow him accessto theEnGarde
box.

UnrestrictedUsers are specialusersthat can use the proxy and
have unrestrictedaccess. For example if you de�ne a rule
thatdeniesaccessto a certainwebsite(allow/deny ruleswill
be discussedshortly) but you want the systemadministrator

InternetAccelerationandManagementServer 21
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to have accessyou would addthatsystemadministratorsuser
nameherefrom theNew UnrestrictedUseroption.

Allow and DenyRules aredirectivesthatareusedto controlor re-
strict accessto individual Internetsites. All “normal” users
areaffectedby theserules.A normaluseris a proxy userthat
is notde�ned in any of thepreviouscategories.

Allow andDeny ruleswork by checkingtheURL againsttheir
rule set to determineif the usercanaccessa particularweb
page.Theproxy server processestheURL by �rst checking
it againstany Allow Rules. If it �nds it in an allow rule it
will processtherequest.If it doesnot, it will checktheDeny
Rules. If it �nds it in a deny rule then the requestwill be
denied.Finally if it doesn't matcheitherof therulesthenthe
requestis processed.

For exampleif you makea deny rule andusethevalue“sex”,
then whenever a user tries to accessa URL with the word
'sex' in it they will be denied. However, theremay be situ-
ationswherethereis a valid web pagewith the word “sex”
in thename,for example,“middlesex”. An allow rule for the
“middlesex” sitewould permitaccessto speci�cally thatsite.
Thiswill takeprecedenceover the“sex” deny rule.

TheAllow andDeny rulesdo not needto befull URLs. The
proxy server cando patternmatchinganduseregularexpres-
sionsto matchrulesto URLs.

RestrictedACL Management

The RestrictedACL Managementsectionallows for the ability to
de�ne usersthathaveveryrestrictiveaccess.Theinterfaceis similar
to theStandard ACL Managementinterfacementionedabove.
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RestrictedUsers have accessto restrictedURLs and only those
URLs. To de�ne a new restricteduserselectNew Restricted
Userandenterin theusernamein theValue�eld of theentry
box.

RestrictedURLs arede�nedherebyselectingNewRestrictedURL
andenteringtheURL into theValue�eld of theentrybox.

Virus ScannerCon�guration

PleaseseeSection5 onpage34 for viruscon�gurationinfo.

CachePeering

CachePeeringallows web pagecachesto be sharedamongmore
thanoneserver. This will improveperformanceanddecreaseband-
width usageto theweb. CachePeeringworksbetweentwo EnGarde
servers,but maywork with otherproxyserversthatuseICP.

CachePeeringallows a server to handlea usersrequest,checkto
seeif it hastherequestURL cachedandif notpassit on to thenext
peeredserver. If the next peeredserver haswhat the useris ask-
ing for it will returntheresponsebackto theoriginal peeredserver.
Thentheoriginalpeeredserverwill handtheresultsoverto theuser.
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Only if thepageisn't cachedamongthoseserverswill it beretrieved
from the web. This methodgreatly increasesthe speedat which
pagescanbedisplayedto theuserwhile reducingtheoverall band-
width.

To de�ne a peerserver selectCache Peeringfrom the Proxy Man-
agementscreen.

SelectNew Peer to de�ne the peer. You will needto know the
server's IP address,hostnameandtheportsit runsits proxy server
andICPonsothatyoucanproperlyde�ne theserver.

Whenall entrieshavebeen�lled in selectingDe�ne Peerwill create
thepeerandit will appearon themainCachePeeringsection.You
caneditor deleteyourde�nedpeer(s)by clicking onthehighlighted
name.

If theotherserver is alsorunningtheGuardianDigital IAM server
userthedefault Proxy Port (8080)andICP Port (3130)whencon-
�guring it.

Assumingthepeeryoude�ned is con�guredcorrectlycachepeering
will now work betweentheEnGardeserverandthede�ned peer.

NOTE: Both proxy serversneedto have cachepeeringturned
onandde�ne theotherserverasits peer.
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Autocon�guration

Autocon�guration of the proxy server allows the systemadminis-
trator to con�gure everythingthensupplytheuserswith a �le they
import into their browserto con�gure the proxy informationauto-
matically. Browsersthat supportthis featureareInternetExplorer,
NetscapeNavigatorandMozilla.

Therearethreeitemsthat needto be con�gured beforea PAC �le
canbegenerated.Youneedto con�gure thefollowing:

Hosting Website is the virtual host locatedon the local EnGarde
machinethatwill hostthePAC �le for internalusersto down-
load.Thevirtual hostmustexist prior to thispointor autocon-
�guration cannot becompleted.Referto Virtual HostMan-
agementof your EnGardeSecureProfessionalUserManual
for informationconcerningvirtual hosts.

PAC Filename is the�lename thatstorestheautocon�gurationin-
formation. This �le but must end in '.pac'. For example,
“proxy.pac”or “internal.pac”.

Non-Proxy Domains area list of domainsin whichtheusershould
notbegoingthroughtheproxy to access.Thesearegenerally
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intranetsand internal sitesthat are on the local side of the
proxyserver.

Enteronesiteoneachline in thefollowing form:

� www.domain.com – skipa particularsite
� .domain.com – skipanentiredomain
� 1.2.3.4 – skipaparticularIP address
� 1.2.3. – skipanentirenetwork block

Importing a PAC �le

OncethePAC �le hasbeencreatedit canbe downloadedfrom the
providedURL. Theusermustcon�gure theirbrowserto point to the
PAC �le. Instructionsfor supportedbrowsersis in thesectionsthat
follow.

Inter net Explorer

To con�gure InternetExplorerto usea PAC �le, selectInternetOp-
tionsfrom theToolsmenuin InternetExplorer.
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This will bring up a tabbedmenu. Fromthe top tabsselectthe tab
labeledConnections. This will display a fresh menu. From that
menuselectthelastoption,LANSettings.

InternetAccelerationandManagementServer 27
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A new window will openandthe�rst setof optionsarelabeledAuto-
maticcon�guration. In thereselectthecheck-boxfor Useautomatic
con�guration script andenterin the addressthat wasdisplayedin
theWebTool.
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OncechangeshavebeenmadeselecttheOK button,thenOK again
from the tabbedmenuscreen.Theproxy is now con�gured for In-
ternetExplorer.

NOTE: TheURL mustbegin with HTTP://

NetscapeNavigator

To con�gure NetscapeNavigator to usea PAC �le, selectPrefer-
encesfrom theEdit menu.
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This will displaythefollowing screen.Usingtheexpandingtreeon
theleft of thescreenselectPrivacy->Proxy.

At the bottomof that screenselectthe option for Automaticproxy
con�gurationURL andenterin theURL providedin theWebTool.

After selectingOK from herethe automaticproxy is con�gured in
NetscapeNavigator.

4.2 Viewing Proxy Reports& Graphs

The proxy reportsand graphsare broken down into two separate
sections,ReportsandGraphs.

4.2.1 Reports

Thereportssectiongivesdetailedreportson a daily andweeklyba-
sisof proxy activity, peruserusageanddetailson a peruserbasis.
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Theselogsarearchivedfor 8 weeks.WhenselectingReportsfrom
the Proxy Managementmenua screendisplayingall the recentre-
portswill bedisplayed.

By clickingonareportthedetailsfor thatreportwill bebrokendown
by user, connections,Kb/Mb/Gb transferedandtimeused.

Theuseris representedeitherby their usernameif proxy authenti-
cationwasusedor by their IP addressif therewasnoauthentication.
Connectionsis the total numberof connectionsthatweremadeby
that user/IPon the given day. Bytes(%) representsthe amountof
datatransferedfollowed by the percentof the total amounttrans-
feredfor the day in parenthesis.Lastly Time representthe hours,
minutesandsecondsfollowedby thepercentageof timeused.

Clicking onauseror IP will displaydetailedstatistics.
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Thesestatisticsbreakdownthesitestheuservisitedin thegiventime
period. From hereyou canseethe URL of thesite, thenumberof
connectionsto thatURL, theamounttransferedfrom it, theamount
of timespenton thesiteandlastly theability to deny theuseraccess
to thesite.

You canvisit a siteby clicking on its URL andyou candeny a user
accessto thesiteby clicking onthe[ DENY] link. A deniedwebsite
will appearin redif theusertried to accessthesite.

NOTE: If a usertriesto accessa pagebeforebeingauthenticatedthe
pagewill show upasadeniedpage.For example,if theuseris
not loggedinto theproxyandtriedto hit awebpagethey will
be promptedfor a password. They will entertheir password
andb e grantedaccess,assumingthe correctpassword was
entered.Thepagethey originally tried to accesswill show up
in redasdeniedfor that�rst attemptto accessthepage.

4.2.2 Graphs

The proxy graphsrepresentproxy cacheperformanceover time.
Cacheinformationincludingrequests,errors,in/outKBs, swapsize,
andCPUusagearedisplayed.
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Whenclicking onagraphawindow will appeargiving detailedtime
plotsfor daily, weekly, monthlyandyearlystatisticsfor theselected
graph.

InternetAccelerationandManagementServer 33



Section5.1

5 V I RUS DETECTI ON

TheGuardianDigital ProxyServerhastheability to scanall incom-
ing �les for virusesand,if possible,cleansethem.

5.1 Con�guring virus scanning

Themaincon�guration screenfor theVirus ScannerCon�guration
canbe foundunderProxyManagementin theSystemManagement
sectionof theWebTool. However, this is unaccessibleuntil you en-
abletheVirusScanner.

To enableto virus scanneryou must �rst have createdat leastone
virtual host. Refer to the Virtual Host Management,in your En-
GardeSecureProfessionalmanualfor information on how to do
this. Onceyou have a virtual host setupselectGeneral Con�gu-
ration from the Proxy Managementscreen. At the bottomof this
menuis Virus ScanningHost. Choosethe Use This Host option.
Therewill thenbe a list of thevirtual hostsfound on theEnGarde
machineto choosefrom. Oncethevirtual hosthasbeenchosenclick
theSaveCon�gurationbuttonin thelower right corner.

Now that virus scanninghasbeenenabledyou will seethe option
Virus ScannerCon�guration is now availableandreadyto beused.
BeforeVirus Scanningis enabled,this sectionshouldbe reviewed
andchangesappropriatelymadeor theVirus Scanmaynot operate
properlyor at all.
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5.1.1 De�ning Abort Sites

Abort Sitesarea list of thesitesthevirusscannershouldcompletely
ignore. Generallytheseare sitesyou can trust information from.
Thisis doneto improveperformanceby removingunnecessaryvirus
scanning.

To adda new Abort SiteselecttheNew Abort Siteoptionandenter
in the URL of the site, selectingDe�ne when �nished. This new
sitewill now appearon thelist. Thesitecanbedeletedor editedby
clicking on theURL of thesite.

The local proxy server will alwaysbe listedhereby default. Virus
scanning�rst retrievesa requested�le and storesit on the proxy
server for scanning.If the proxy server is not listed herethe virus
scannerwill notbeableto accessdownloaded�les andnoscanning
cantakeplace.

NOTE: It is a goodideato enterthe Windows UpdateURL in here.
Windows Updateis known to have issueswith virus scanners
at theproxy/�rewall level.

TheseURLsare:

� windowsupdate.microsoft.com
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� windowsupdate.com

Whichwould beentereddirectly into theentryboxes.

5.1.2 De�ning Abort Patterns

Like the Abort Sites, Abort Patternsarepatternsthat will be com-
pletely ignoredby thevirus scannerwhenrequested.This refersto
itemssuchasGIF images,JPEGimages,HTML �les, etc.

To add a new Abort Pattern selectthe New Abort Pattern option.
This interfaceworks identically to the Abort Site interfacemen-
tionedabove.

5.1.3 De�ning ScanPatterns

ScanPatternsareexactly theoppositeof Abort Patterns. ScanPat-
ternsarewhat thevirus scannershouldspeci�cally look for. Good
patternsto searchare.zip, .com,and.exe �les.

To addanew ScanPatternselecttheNew ScanPatternoption.This
interface works identically to the Abort Site interfacementioned
above.
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5.1.4 SchedulingVirus Updates

TheIAM Servercanbecon�guredto automaticallyupdateits virus
rules. This can be con�gured from the main Proxy Management
menuundertheoptionVirus Updates.

There are four options for how often to check, and if necessary
downloadnew virus rules.
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