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INTRODUCTION Chapterl

1 INTRODUCTION

Welcometo theGuardiarDigital InternetAcceleratiorandManage-
ment(2

) Sener! This QuickStartGuide provides information aboutthe
IAM Seneranddescribeshe stepsnecessaryo successfullynstall
andcon gureit.

For more detailedinformation abouthow to use EnGardeSecure
Professionalbe sureto referto the completeEnGardeSecurePro-
fessionalUsersGuide.
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2 CONTACTING GUARDIAN DIGITAL

GuardianDigital welcomesyour input andfeedback.You may di-
rectall questionscommandspr requestsconcerningthe software
youpurchasedyourregistrationstatuspr similarissuego theGuardian
Digital CustomelServicedepartmenatthefollowing address:

GuardiarDigital CustomelService

165 ChestnutStreet

Allendale,New Jersg 07401

United States

Phone: +1-201-934-9230

E-Mail: customesservice@guardiandigital.com
World Wide Web:  http://www.guardiandigital.com

Online Store: http://store.guardiandigital.com

Thedepartmens hoursof operationare9:00AM to 7:00PM East-
ernTime, MondaythroughFriday.
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3 TECHNICAL SUPPORT

GuardianDigital provides comprehensie supportfor your enter
prise. GuardianDigital can help bridge the gap betweenthe fast-
pacednatureof the Internet, security and the latestopensource
technologiesavailable in EnGarde. GuardianDigital can provide
you with the information necessaryo develop unique customiza-
tionsof EnGardeproductsto achieve thefastestime to marketwith
the mostcost-efective solutions.

Includedwith your purchases 60 daysof e-mail, telephoneand
Webinstallationandcon guration supportbeginning at the time of
purchaseThis includesup to four incidentsof installationandcon-
guration supportwithin that60 day period.

GuardianDigital encouragegou to visit us on the Webfor the an-

swersto mary commonlyasked questionsand systemdocumenta-
tion. ContactGuardiarDigital TechnicalSupportbetweerthehours

of 9:00AM and7:00PM Easterrtime.

To providetheanswergyouneedquickly andef ciently , theGuardian
Digital TechnicalSupportstaf needssomeinformationaboutyour
computerandsoftware.Pleaséncludethisinformationin your cor-
respondence:

Programmameandversionnumber

Productregistrationnumber

Any additionalhardwareor peripherals€onnectedo yourcom-
puter

How to reproduceyour problem:whenit occurs whetheryou
canreproducet regularly, andunderwhatconditions
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Informationneededo contactyou by voice,fax, or e-mail
Stepsyou have takenthusfarto try to resole the problem

Any additionalsoftwareinstalled
Pleasecontactus usingoneof thefollowing methods:

Phone: +1-201-934-9230
E-Mail: support@guardiandigital.com
World Wide Web:  http://www.guardiandigital.com

To avoid delayin processing/our requestbe sureto include your
accountnumberin the subjectof thee-mail.
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4 Internet Acceleration and Management
Serwer

TheGuardiarDigital IAM Senercombinesiserauthenticatiorweb
cachingyvirus scanningandinternetsecurityfunctionsinto asingle
producttypically installedat the Internetgatevay.

ThelAM Sener providescachingto consere network bandwidth
andreduceclient responsdimes. Control over usersandthe des-
tinationsthey visit on the Internetprovidesa single point at which
all usersaccesdnternetresourcesnarraving the concentratiorof
securityefforts.

4.1 Settingup abasicserer
4.1.1 Installation of the IAM Sewer

TheGuardiarDigital InternetAcceleratiorandManagemenSener
is installedvia the GuardianDigital SecureNetwork (GDSN). To
install the IAM Sener insertthe CD-ROM disk thatwasincluded
with GuardiarDigital IAM Senerpurchaseénto the CD-ROM drive
of theEnGardeseneryouwill beinstallingthelAM Seneron.

Selectinginstall from Local Mediain the GDSNwill performthe
installation. Instructionson how to usethe GDSN canbe foundin
Sectiorb onpagel66of EnGardeSecurdProfessionalserManual.
Additionally theInstall fromLocal Mediaportioncanbelocatedon
pagel68underSections.1.2Install fromLocal Media
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4.1.2 Accessinghe newly installed IAM Server

Oncethe GDSN nishes installingall of the|lAM Sener packages,
you will be ableto accesghe Proxy Managementsectionfrom the
SystenManagemeniscreen.

4.1.3 1AM Server con guration

All functionsof thelAM Senercanbecon guredusingtheWebTool.
To startcon guration of thelAM Sener selectGenerl Con gura-
tion from the Proxy Managemenimenu.
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General Con guration

The Genenl Con guration sectionsetsup the basicproxy services
andalsohasa few optionsto add somemandatedoliciessuchas
virus scanninganduserauthentication.
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To con gure the proxy all the optionson this screenmustbe com-
pleted. A descriptionof eachitem canbe found by clicking on the
nameof theitem.

Proxy Administrator TheProxyAdministrator eld requiresane-
mail addressThise-mailaddressvill bedisplayedvhenend-
usersreceve errorsfrom the proxy.

AddressTo Listen On Thisistheaddresyouwanttheproxysener
to answerrequest®n. Generallyyouwantthisto betheinter-
nal addressouserson theinsidecanaccesshe proxy sener
to the outside. On a non-gatevay, this is the IP of the only
interface.

Port To Listen On The proxy sener by defaultwill useport8080.
Port3128 is alsoa commonproxy port. If you areuncertain
whatto enterleave thedefault of 8080.

Transparent Proxy? TheTranspaentProxyoptionforcesusertraf-
¢ to beredirectedhroughthe proxy regardlesof their web
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browsercon guration. Proxy Authenticationcannot be en-
abledif TranspaentProxyis enabled.

Mandate Proxy? EnablingtheMandateProxyoptionwill forcethe
usersto usethe proxy by derying themaccesdo thewebvia
port80. However, this requiresthe usercon guredtheir web
browserfor the proxy andin turn allows Proxy Authentication
to beenabled.

Traf ¢ Shaping? Traf c Shapingallowstheproxysenerto control
theamountof bandwidththe proxy senerwill allow eachuser
to use. You canselectthe amountof bandwidthusagefrom
the pull-down menu.Eachrateshavstheactualthroughpuin
parenthesis.

For example56kbitis aboutthe speedf a 56k modemwhile,
512kbitis aboutequivalentto a standardSL connectiorand
1.544Mbitis theequivalentof aT1 line.

Eachuserwill receie a percentagef the overall available
bandwidthbasedon the numberof concurrentusersversus
thetotal bandwidthselected.

Virus ScanningHost EnablingVirus Scanningwill allow the En-
GardeProxy Senerto scanspeci ¢ les with de ned le ex-
tensiondor viruses.For example,all .EXE' and.ZIP' les.
EnablingVirus Scannindherewill addtheVirus Scanneon-
guration menuto the Proxy Managemensectionallowing
the Virus Scanneto be con guredin detail. Thereis a sep-
aratesectiondedicatedo the Virus ScanneiCon gurationin
Sectiorb on page34.

NOTE: TransparenProxy, MandateProxy and Trafc Shapingare
only valid if the proxy sener is locatedbetweerthe internal
andexternalnetworks.
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SOCKS Con guration Guide
What is SOCKS?

SOCKSis a networking proxy protocol that enableshostson one
side of a SOCKSsener to gain full accesso hostson the other
side of the SOCKSsener without requiringdirect IP-reachability
SOCKS:is oftenusedasa network re wall, redirectingconnection
requestsfrom hostson oppositesidesof a SOCKS sener. The
SOCKSsener authenticatesand authorizegequestsestablishes
proxy connectionandrelaysdatabetweerhosts.

Con guration Outline

Con gurationis brokendown into threesections:Genearl Con gu-
ration, Client Rules andSOCKSRules Generl Con gurationsets
up globalpropertiesof the SOCKSsener (interfacesetc).

ClientandSOCKSRulesarethe core of the SOCKSaccessontrol

system. Theserules operateon differentlayersof the connection.
Clientrulesoperateatthe TCP/IPlayerandSOCKSulesoperateat

theapplicationlayer.

Before a client can even establisha connectionwith the SOCKS
sener they needa Client rule allowing them. Oncethe userhasa
TCP/IPsessiorestablishedhe SOCKSrulesareconsulted.

Rulescomein two con gurations: passanddery. As you'd expect,
passrulespermittheconnectiorto continuewhile denyrulesdonot.

Next comegheissueof AuthenticationIf Authenticatioris enabled
thenthe client mustsenda valid (local) username/passwd along
with theirinitial SOCKSrequestln orderfor theuserto beauthen-
ticated,they musthave avalid accounton the EnGardeSener.
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An Example SOCKS Con guration Guide

Begin by choosingyour InternalandExternalinterfaces.This must
beproperlycon guredfor theSOCKSproxytowork correctly Click
the SaveSettingsuttonto updatethe con guration.

Rulesare evaluatedin a top-dovn manner In otherwords, when
a connectionis requestedhe SOCKSsener will walk throughall
the AccessControl Lists (ACL's) (in a top-davn fashion)and al-
low/dery the connectiorassoonasit hits amatchingrule.

A sensiblecon gurationis to have ablock rule atthe bottomof the
evaluationchainsothataccesss deniedif thereis notarule explic-
itly allowing it. Enterpassrulesfor subnetsabove this. Finally, you
would addblock rulesabore thesefor speci ¢ clientsor portsto be
blocked.

Thefollowing con gurationuse<CIDR notationto representhenet-
works. For a explanationof what CIDR notationis referto page??.

Considerthefollowing setup.1.2.3.0/24s ourlocal subneiftheone
we wantto grantaccesgo), and1.2.3.200/34s a speci ¢ hostwe
wishto block:

[ Action |  From | To | Port |
block | 1.2.3.200/32| Any | Any
pass 1.2.3.0/24 | Any | Any
block Any Any | Any

Whena connectionis establishedhe SOCKSdaemonwill look at
the rst ACL. If theclient makingtherequests 1.2.3.200thenac-
cesswill bedenied.If it is notthenthe SOCKSdaemorwill move
to thenext rule. If theclientis onthe subnetl.2.3.0/24thenaccess
is granted.Finally accesss deniedif the client makingthe request
doesnot matchary otherrules.
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Importantnote! As statedabove therearetwo typesof accesgontrol
rules: Client Rulesand SOCKSRules. The exampleabove applies
to bothrule types;they arelogically the sameexceptfor the point of
the connectiorwheretheaccesgontrolmechanisnis used.

This WebTool moduleis designedto provide the capability for a
very broadClient rule allowing everybodyon your LAN andvery
speci ¢ SOCKSrulesblockingahlusers/sites/ports.

Thefollowing is a slightly moreadvancedcon guration.

Client Rules

| | Action | From | To | Port | Auth? |
[1] pass | 1.2.3.0/24| Any | Any -
[2] pass | 1.2.4.0/24| Any | Any -
[3] | block Any Any | Any -

SOCKSRules

| | Action | From | To | Port | Auth? |
[4] | block | 1.2.3.20/32| 209.11.107.14/32 Any -
[5] | block | 1.2.3.10/32 Any Any -
[6] pass | 1.2.3.0/32 Any Any Yes
[7] pass | 1.2.4.0/24 Any Any -
[8] | block Any Any Any -

Rulesl - 3areClientrulesandclient4 - 8 areSOCKSrules.Below
is a narrative explaininghow theseruleswould be evaluated.

Whenaconnections rst established...
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— If theclientis on eitherthe 1.2.3.0/24or the 1.2.4.0/24
subnetacceswill begranted.

— Otherwisethe connectiorwill be droppedimmediately
(theclientwill geta'Connectionrefused'message).

Oncethe connectionis establishedhe SOCKS sener pro-
cesseshe SOCKSrules.

— If theclientis 1.2.3.20andsheis trying to access
209.11.107.14accesss denied.

— If theclientis 1.2.3.10accesss denied.

— If the client is on the 1.2.3.0/24subnetthen accesss
deniedunlessauthenticatiorcredentialsare sentby the
clientandthey aresuccessfullywalidated.

— If the client is on the 1.2.4.0/24subnetthen accesss
granted.

— Otherwisetheconnectiorwill bedroppedgracefully

I hopethis guidehasbeenhelpful for you. If youstill have questions
onhow to con gure SOCKSaccesgontrolrulesafteryouhaveread

this (andyour users manual) pleasecontactGuardianDigital Sup-

port.

SOCKS Con guration

All of theSOCKScon gurationis doneatthis mainmenu.Theabil-
ity to enableanddisablesockscon gureinternal/eternalinterfaces
andadd/remeeclientandsocksrulesareall here.

ThemainSOCKSmenuis brokendown into four sectionsncluding
thesockscurrentstatustheGeneal Con guration, ClientRulesand
SOCKSRules
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Therunningstatusallows the senerto be turnedon or off by click-
ing the Stoppedor Runningoption from Current Status To deter
mineif this sener is startedat systemboottime the optionto En-
able/Disableis locatednext to the Boot Status Click on thelink to
enableor disableit.

Following that sectionis the Generl Con guration. The internal
andexternalinterfacesmustbecon guredfor properoperation.The
pull down menushavealist of all IP addresseandinterfacedocated
onthe EnGardesystem.

Thelasttwo sectionsarethe ClientandSOCKSrules. Whenarule
is addedt will bedisplayedunderits propersection.To changethe
orderof therulesclick ontheup/donn arron associatedavith it and
it will bemoved. For moreinformationconcereningheserulesrefer
to the SOCKSCon guration Guideon pagel0.
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New Client Rule

Locatedat the lower right cornerof the Client Rulessectionof the
mainmenuis the New Client Rulelink. Selectingthis allows a new
client rule to be created.The following menuwill appearallowing
youto doso.

Thismenuhasall theoptionneededo con gure aclientrule. Leav-
ing the From, To andPort(s) elds blankwill applyadefaultof Any
for the appropriatecatagory When the rule hasbeencon gured
click the CreateRulebuttonto save it.

Thenew rulewill appeaonthemainmenu.

To edit or deletearule click on the pass/blockunderActionthatis
associatedvith thatrule. A new menuwill appearsimilar to the
CreateClient Rulewindow.

Here changesanbe madeand updatedby selectthe UpdateRule
optionor therule canbedeletedby selectedhe DeleteRuleoption.

Whenchangesiremadeherethey will bere ectedonthemainmenu
aswell.
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New SOCKS Rule

Creatinga nev SOCKSrule works the sameas creatinga Client
Rule asdiscusse@bove.

Proxy Authentication

Enablingthe Proxy Authenticationoptionwill requireeachuserto
enterin a usernameand passvord beforethey will be allowedto
accesghe weh If Proxy Authenticationis enabledthereare four
optionsto choos&rom.

No Authentication disablesll proxyauthenticatiomndallowsary
internaluserto usethe proxy sener.
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NTLM Authentication Usersmustauthenticatthemselesagainst
a remoteWindows PDC. You must enterthe nameof your
Windowsdomain,andoptionallythenameof aWindowsgroup
of which the usersmustbe a membeiin orderto be authenti-
cated.

NOTE: Pleasenotethatyou musthave Winbind (in theWindows File
Sharingmodule)enabledand con gured beforethis scheme
is usable.

BasicWindows Authentication attemptdo authenticatagainsthe
SMB domainyou enterin the text box. To con gure this on
the Windows end you mustcreatea le named'proxyauth’
andstoreit in the login sharewhich containsthe word "al-
low." If auseris authorizedo log into this domainthenthey
will beableto readthis le andacceswill begranted.If they
areunauthorizedhenthelogin will fail andproxy acceswill
bedenied.

InternetAccelerationandManagemenSener 17
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Local Authentication usesthe local username/passwd database
to performauthenticationThisis nicebecaus@serscanchange
their proxy passverdsvia WebTool UserManager

LDAP Authentication allowstheproxysenertoauthenticatauser
by accessing@n LDAP sener. An LDAP sener mustbe al-
readycon gured. For the proxy sener to authenticatevith
LDAP eachusers LDAP entry mustcontaina usernamegi-
therde nedby'cn' or'uid' anda'userPassvord' mustbeset.

LDAP Sewer Thiswill containtheaddres®ftheLDAP sener.

UsemameDN Attrib ute The usernamaeattribute is de ned
here. Generallythe usernamevill be de ned by either
‘cn' (CommonNamedr 'uid' (UserlD).

BaseDN Thisis thetop level DistinguishedNamethe proxy
senerwill useto startit's searchest whenlooking up
userentries.
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DN to Bind to TheproxysenerrequiresaDistinguishedName
to bindto regardlessf a passverdis required.

DN Password This is the passverd associatedvith the DN
thatis beingboundto.

Proxy Privacy Settings

The Proxy Privagy Settingsallows the type of concealmento be
con gured for the proxy sener to perform. Concealmentets you
strip certainHTTP headerdrom requestsasthey passthroughthe
proxy, protectingthe privacy of theusers.

Thefour settinggrovidethechoicefor none standardparanoidand
customconcealment.

NOTE: Certainheadersare requiredas per the HTTP speci cation,
andstrippingsomeof the headerdelony may causeconnec-
tion dif culties for the users. If userscomplainaboutcon-
nectionproblemsyou are advisedto lower the concealment
settingasahighersettingscancausemoreproblemswith cer
tain sites.

No Concealment
No headercleansings performedandrequestsare passedhrough

the proxy unmodi ed. This is the default behaior and shouldbe
choserif thereis troublereachingcertainsites.

Standard Concealment

From, Refeer, Server UserAgent, WWWAuthenticate and Link,
headerareall strippedfrom therequesbeforeit leavesthe proxy.

InternetAccelerationandManagemenSener 19
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Paranoid Concealments

All headersare strippedexcept for Allow, Authorization, Cace-
Contmol, Content-EncodingContent-LengthContent-Vpe Date
Expires,Host,If-Modi ed-Since Last-Modi ed, Location,Pragma,
AcceptAccept-Chaset,Accept-EncodingAccept-Languge, Content-
Languaye, Mime-\érsion,Retry-AfterTitle, Connectionand Proxy-
Connection Thisis the most"paranoid“option.

NOTE: Problemamaybe experiencedrying to connecto somesites
with this setting.

Custom Concealment

This optionletsyou choosenvhatheadergo cleanseatthe proxy.

Any headersiot checledwill be permittedthroughas-is.

ACL Management
ACL Managementallows you to con gure whatusersarepermitted
to accesghelnternet.

Therearetwo ACL Managemenbptions,Standad andRestricted

Standard ACL Management

GeneralACL rulesarede ned in the Standad ACL Management
section. Therearefour sections Non-InternetUsels, Unrestricted
Users, Allow Rulesand Deny Rules Whenyou de ne an ACL it
will appeatin its associatedateyory. By clicking on a useror rule
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in thesecategoriesa window will be displayedwith the optionsto
editor deletethe currentuseror rule thatwasselected.

Non-Internet Users areuserghathave anaccounobnthelocal sys-
tembut shouldnot be allowedary accesso the |lAM sener.

For example let's sayuserEric hasalocalaccounbntheEn-

GardesystemandthelAM sener authentications setto Lo-

cal Authentication The systemadministratothasdetermined
thatEric shouldnot be allowedaccesgo the Internetthrough
the GuardiarDigital IAM sener.

Eric hasalocal accountsoby defaultheis allowedto usethe
IAM sener. SelectingNew Non-InternetUser and entering
ericinto theValue eld entryboxwill dery Eric theability to

usethelAM sener but still allow him accesgo the EnGarde
box.

Unrestricted Users are specialusersthat can use the proxy and
have unrestrictedaccess. For exampleif you de ne a rule
thatdeniesaccesdo a certainwebsite(allow/dery ruleswill
be discussedhortly) but you want the systemadministrator
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to have accesyou would addthatsystemadministratorsiser
nameherefrom the New UnrestrictedUser option.

Allow and Deny Rules aredirectivesthatareusedto controlor re-
strict accesdo individual Internetsites. All “normal” users
areaffectedby theserules. A normaluseris a proxy userthat
is notde nedin ary of the previouscateyories.

Allow andDery ruleswork by checkinghe URL againstheir
rule setto determineif the usercanaccess particularweb
page. The proxy sener processethe URL by rst checking
it againstary Allow Rules. If it nds it in anallow rule it
will procesgherequest.f it doesnot, it will checkthe Derny
Rules. If it nds it in a dery rule thenthe requestwill be
denied.Finally if it doesnt matcheitherof therulesthenthe
requesis processed.

For exampleif you make adery rule andusethevalue“sex”,
then whenever a usertries to accessa URL with the word
'sex' in it they will be denied. However, theremay be situ-
ationswherethereis a valid web pagewith the word “sex”
in the name for example,“middlese”. An allow rule for the
“middlesex” sitewould permitaccesdo speci cally thatsite.
Thiswill take precedenceverthe“sex” dery rule.

TheAllow andDery rulesdo not needto befull URLs. The
proxy sener cando patternmatchinganduseregularexpres-
sionsto matchrulesto URLSs.

Restricted ACL Management

The RestrictedACL Managementsectionallows for the ability to
de ne userghathaveveryrestrictve accessTheinterfaceis similar
to the Standad ACL Managemenitnterfacementionedabove.
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Restricted Users have accessto restrictedURLs and only those
URLSs. To de ne a new restricteduserselectNew Restricted
Userandenterin theusernamein the Value eld of theentry
box.

Restricted URLs arede nedhereby selectingNew RestrictedJRL
andenteringthe URL into the Value eld of theentrybox.

Virus ScannerCon guration

PleaseseeSectiorb on page34 for virus con gurationinfo.

CachePeering

CachePeeringallows web pagecacheso be sharedamongmore
thanonesener. Thiswill improve performanceanddecreasdand-
width usagdo theweh CachePeeringvorksbetweerntwo EnGarde
seners,but maywork with otherproxy senersthatuselCP.

CachePeeringallows a sener to handlea usersrequest,checkto
seeif it hastherequestURL cachedandif notpassit onto the next
peeredsener. If the next peeredsener haswhatthe useris ask-
ing for it will returnthe responsédackto the original peeredsener.
Thentheoriginal peeredsenerwill handtheresultsoverto theuser

InternetAccelerationandManagemenSener 23
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Onlyif thepageisn't cachecamongthosesenerswill it beretrieved
from the weh This methodgreatly increaseghe speedat which
pagescanbedisplayedto the userwhile reducingthe overall band-
width.

To de ne a peersener selectCacde Peeringfrom the Proxy Man-
agementscreen.

SelectNew Peer to de ne the peer You will needto know the
sener's IP addresshostnamendthe portsit runsits proxy sener
andICP onsothatyou canproperlyde ne thesener.

Whenall entrieshave beenlled in selectingDe ne Peerwill create
the peerandit will appeaion the main Cache Peeringsection.You

caneditor deleteyourde ned peer(shy clicking onthehighlighted
name.

If the othersener is alsorunningthe GuardianDigital IAM sener
userthe default Proxy Port (8080)andICP Port (3130)whencon-
guring it.

Assumingthepeeryoude nedis con guredcorrectlycachepeering
will now work betweerthe EnGardesener andthe de ned peer

NOTE: Both proxy senersneedto have cachepeeringturned
onandde ne theothersenerasits peer

24 UserGuide



InternetAcceleratiorandManagemenSener Chapterd

Autocon guration

Autocon guration of the proxy sener allows the systemadminis-
tratorto con gure everythingthensupplythe userswith a le they
import into their browserto con gure the proxy informationauto-
matically. Browsersthat supportthis featureare InternetExplorer,
NetscapéNavigatorandMozilla.

Therearethreeitemsthat needto be con gured beforea PAC le
canbegeneratedYou needto con gure thefollowing:

Hosting Website is the virtual hostlocatedon the local EnGarde
machinethatwill hostthe PAC le for internalusersto down-
load. Thevirtual hostmustexist prior to this pointor autocon-
guration cannot be completed.Referto Virtual Host Man-
agementof your EnGardeSecureProfessionalUser Manual
for informationconcerningyirtual hosts.

PAC Filename is the lename thatstoresgheautocon gurationin-
formation. This le but mustendin ".pac’. For example,
“proxy.pac”or “internal.pac”.

Non-Proxy Domains arealist of domaingn whichtheusershould
notbe goingthroughthe proxyto accessThesearegenerally
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intranetsand internal sitesthat are on the local side of the
proxy sener.

Enteronesiteon eachline in thefollowing form:

www.domain.com —skip a particularsite
.domain.com —skipanentiredomain
1234 —skipaparticularlP address
1.2.3. —skipanentirenetwork block

Importing aPAC le
Oncethe PAC le hasbeencreatedt canbe dovnloadedfrom the
providedURL. Theusermustcon gure their browserto pointto the

PAC le. Instructionsfor supportedorowsersis in the sectionghat
follow.

Inter net Explorer

To con gure InternetExplorerto usea PAC le, selectinternetOp-
tionsfrom the Toolsmenuin InternetExploret
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This will bring up a tabbedmenu. Fromthetop tabsselectthe tab
labeledConnections This will display a fresh menu. From that
menuselectthelastoption,LAN Settings
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A new window will openandthe rst setof optionsarelabeledAuto-
maticcon guration. In thereselectthe check-boxXor Useautomatic
con guration script and enterin the addresshat wasdisplayedin

the WebTool.
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Oncechange$ave beenmadeselectthe OK button,thenOK again
from the tabbedmenuscreen.The proxy is now con guredfor In-
ternetExploret

NOTE: The URL mustbegin with HTTP://
NetscapeNavigator

To con gure NetscapeNavigator to usea PAC le, selectPrefer
encedrom the Edit menu.
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Thiswill displaythefollowing screenUsingthe expandingtreeon
theleft of the screerselectPrivacy->Proxy.

At the bottom of that screenselectthe option for Automaticproxy
con guration URL andenterin the URL providedin the WebTool.

After selectingOK from herethe automaticproxy is con guredin
NetscapeéNavigator.

4.2 Viewing Proxy Reports& Graphs

The proxy reportsand graphsare broken down into two separate
sectionsReportsandGraphs

4.2.1 Reports

Thereportssectiongivesdetailedreportson a daily andweeklyba-
sis of proxy actiity, peruserusageanddetailson a per userbasis.
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Theselogs arearchivedfor 8 weeks.WhenselectingReportsfrom
the Proxy Managementmenua screendisplayingall the recentre-
portswill bedisplayed.

By clicking onareportthedetailsfor thatreportwill bebrokendown
by user connectionskb/Mb/Gb transferecandtime used.

The useris representeeitherby their usernameif proxy authenti-
cationwasusedor by their IP address$f therewasnoauthentication.
Connectionsis the total numberof connectionghatwere madeby
that user/IPon the givenday. Bytes(%) representshe amountof
datatransferedfollowed by the percentof the total amounttrans-
feredfor the day in parenthesis.Lastly Time representhe hours,
minutesandsecondgollowedby the percentagef time used.

Clicking onauseror IP will displaydetailedstatistics.
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Thesestatisticdbreakdown thesitestheuselvisitedin thegiventime
period. From hereyou canseethe URL of the site, the numberof
connectiondo thatURL, theamounttransferedrom it, theamount
of time spentonthesiteandlastly theability to dery theuseraccess
to thesite.

You canvisit a site by clicking onits URL andyou candery a user
accesso thesiteby clicking onthe[ DENY] link. A deniedwebsite
will appeain redif theusertried to accesshesite.

NOTE: If ausertriesto accessa pagebeforebeingauthenticatedhe
pagewill shav upasadeniedpage.For example,if theuseris
notloggedinto the proxy andtried to hit awebpagethey will
be promptedfor a passwerd. They will entertheir password
andb e grantedaccessassuminghe correctpassverd was
entered.The pagethey originally tried to accesswvill shawv up
in redasdeniedfor that rst attemptto accesshepage.

4.2.2 Graphs

The proxy graphsrepresentproxy cacheperformanceover time.
Cachenformationincludingrequestserrors,infoutKBs, swapsize,
andCPUusagearedisplayed.
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Whenclicking onagraphawindow will appeagiving detailedtime
plotsfor daily, weekly, monthlyandyearly statisticSfor the selected
graph.
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5 VIRUSDETECTION

TheGuardiarDigital Proxy Sener hastheability to scanall incom-
ing les for virusesand,if possible cleansehem.

5.1 Con guring virus scanning

The maincon guration screerfor the irus ScannerCon guration

canbe found underProxy Managementin the SystenManagement
sectionof theWebTool. However, this is unaccessiblentil you en-

abletheVirus Scanner

To enableto virus scanneryou must rst have createdat leastone
virtual host. Referto the Virtual Host Management,in your En-

Garde SecureProfessionalmanualfor information on how to do

this. Onceyou have a virtual host setupselectGeneal Con gu-

ration from the Proxy Managementscreen. At the bottom of this

menuis Virus ScanningHost Choosethe Use This Host option.

Therewill thenbe alist of the virtual hostsfound on the EnGarde
machineto choosdrom. Oncethevirtual hosthasbeenchoserclick

the SaveCon guration buttonin thelower right corner

Now that virus scanninghasbeenenabledyou will seethe option
\Virus ScanneirCon gurationis now availableandreadyto be used.
Before Virus Scanningis enabledthis sectionshouldbe reviewed
andchangesppropriatelynadeor the Virus Scanmay not operate
properlyor atall.
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5.1.1 De ning Abort Sites

Abort Sitesareallist of thesitesthevirus scanneshouldcompletely
ignore. Generallytheseare sitesyou can trust information from.

Thisis doneto improve performancdy removing unnecessaryirus

scanning.

To adda new Abort Siteselectthe New Abort Siteoptionandenter
in the URL of the site, selectingDe ne when nished. This new
sitewill now appeamonthelist. The sitecanbedeletedor editedby
clicking onthe URL of thesite.

Thelocal proxy sener will alwaysbe listed hereby default. Virus
scanningrst retrievesa requestedle and storesit on the proxy
sener for scanning.If the proxy sener is not listed herethe virus
scannewill notbeableto accesslovnloadedles andno scanning
cantake place.

NOTE: It is a goodideato enterthe Windows UpdateURL in here.
Windows Updateis known to have issueswith virus scanners
attheproxy/ rewall level.

TheseURLs are:

windowsupdate.microsoft.com
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windowsupdate.com

Whichwould be enteredlirectly into the entryboxes.

5.1.2 De ning Abort Patterns

Like the Abort Sites Abort Patternsare patternsthat will be com-
pletelyignoredby the virus scannemwhenrequestedThis refersto
itemssuchasGIF images JPEGimagesHTML les, etc.

To add a new Abort Pattern selectthe New Abort Pattern option.
This interface works identically to the Abort Site interface men-
tionedabove.

5.1.3 De ning ScanPatterns

ScanPatternsareexactly the oppositeof Abort Patterns ScanPat-
ternsarewhatthe virus scanneshouldspeci cally look for. Good
patterngo searchare.zip, .com,and.exe les.

To addanew ScanPatternselectthe New ScanPatternoption. This
interface works identically to the Abort Site interface mentioned
above.
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5.1.4 SchedulingVirus Updates

ThelAM Senercanbecon guredto automaticallyupdateits virus
rules. This canbe con gured from the main Proxy Management
menuunderthe option Virus Updates

There are four optionsfor how often to check, and if necessary
downloadnew virusrules.
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