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INTRODUCTION Chapterl

1 INTRODUCTION

Welcometo theGuardiarDigital InternetAcceleratiorandManage-
mentSener! This QuickStartGuideprovidesinformationaboutthe
IAM Seneranddescribeshe stepsnecessaryo successfullynstall
andcon gureit.

For more detailedinformation abouthow to use EnGardeSecure
Professionalbe sureto referto the completeEnGardeSecurePro-
fessionalUsersGuide.
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Section2.0

2 CONTACTING GUARDIAN DIGITAL

GuardianDigital welcomesyour input andfeedback.You may di-
rectall questionscommandspr requestsconcerningthe software
youpurchasedyourregistrationstatuspr similarissuego theGuardian
Digital CustomelServicedepartmenatthefollowing address:

GuardiarDigital CustomelService

165 ChestnutStreet

Allendale,New Jersg 07401

United States

Phone: +1-201-934-9230

E-Mail: customesservice@guardiandigital.com
World Wide Web:  http://www.guardiandigital.com

Online Store: http://store.guardiandigital.com

Thedepartmens hoursof operationare9:00AM to 7:00PM East-
ernTime, MondaythroughFriday.
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3 TECHNICAL SUPPORT

GuardianDigital provides comprehensie supportfor your enter
prise. GuardianDigital can help bridge the gap betweenthe fast-
pacednatureof the Internet, security and the latestopensource
technologiesavailable in EnGarde. GuardianDigital can provide
you with the information necessaryo develop unique customiza-
tionsof EnGardeproductsto achieve thefastestime to marketwith
the mostcost-efective solutions.

Includedwith your purchases 60 daysof e-mail, telephoneand
Webinstallationandcon guration supportbeginning at the time of
purchaseThis includesup to four incidentsof installationandcon-
guration supportwithin that60 day period.

GuardianDigital encouragegou to visit us on the Webfor the an-

swersto mary commonlyasked questionsand systemdocumenta-
tion. ContactGuardiarDigital TechnicalSupportbetweerthehours

of 9:00AM and7:00PM Easterrtime.

To providetheanswergyouneedquickly andef ciently , theGuardian
Digital TechnicalSupportstaf needssomeinformationaboutyour
computerandsoftware.Pleaséncludethisinformationin your cor-
respondence:

Programmameandversionnumber

Productregistrationnumber

Any additionalhardwareor peripherals€onnectedo yourcom-
puter

How to reproduceyour problem:whenit occurs whetheryou
canreproducet regularly, andunderwhatconditions

InternetDefenseandDetectionSystem 3



Section3.0

Informationneededo contactyou by voice,fax, or e-mail
Stepsyou have takenthusfarto try to resole the problem

Any additionalsoftwareinstalled
Pleasecontactus usingoneof thefollowing methods:

Phone: +1-201-934-9230
E-Mail: support@guardiandigital.com
World Wide Web:  http://www.guardiandigital.com

To avoid delayin processing/our requestbe sureto include your
accountnumberin the subjectof thee-mail.
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4 Internet Defenseand Detection System

TheGuardiarDigital InternetDefenseandDetectionSysten(IDDS)

will trackincomingandoutgoingtrafc on your network. Usinga

pre-de nedsetof rulestheIDDS will determindf thetraf ¢ is mali-

cious.TheIDDS will searcHor attacksagainstsenersandservices
suchas Denial of Service(DoS) attacks,it will alsotrack the use
of anarrayof protocolswhich may be againstcompaty policy and
track possiblemisuseof the network.

Additionally IDDS keepsdetailedreportsand graphsin real-time
andover time. The IDDS will alsoarchive all reportsfor a given
day, weekor month.

4.1 Installing IDDS

The GuardianDigital InternetDefenseand DetectionSystemis in-
stalledvia the GuardianDigital SecureNetwork (GDSN). To in-
stall the IDDS insertthe CD-ROM disk that wasincludedwith the
GuardianDigital IDDS purchasénto the CD-ROM drive of the En-
Gardeseneryouwill beinstallingthelDDS on.

Selectinginstall from Local Media in the GDSN will performthe
installation. Instructionson how to usethe GDSN canbe foundin
Sectiorb onpagel71of EnGardeSecurdProfessionallserManual.
Additionally theInstall fromLocal Mediaportioncanbelocatedon
pagel73underSections.1.2Install fromLocal Media

4.2 Con guring IDDS

After installationyou can nd the IDDS modulesin the Security
sectionof the WebTool mainmenu.
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To con gurethelntrusionDetectionSystenonyour EnGardesener
selectthe IDDS Managemeniptionfrom the Securitymenu.Select
Edit Con gurationto begin con guring the IDDS.

4.2.1 General Operation

Con guring the IDDS is arelatively painlesstask. Leaving all the
con gurationoptionssetto theirdefaultsettingswill allow thelDDS
to scanthelocal internalnetwork(s)thatthe IDDS is locatedon. To
limit the IDDS to monitor speci ¢ subneton the internal network
they mustbespeci edseparatelypy selectinghe SpecifyNetwork(s)
option andthenenteringin the network(s). A descriptionof what
eachoptionis andhow to useit is below.

105 Conliguration
These setings affect the operation of the inrusion detection system

Davis o Mortor [ vo 210217, ]

namal Natwork(s) ® | onal Natworks

8 epacity Network(s]

DHS Server(s) ® (ool Addresses

-] Spacify Addresse(s) _

Vb Saremp B |oca) Aadresses

L] Specify Addresse(s) -

Device To Monitor To beeffective,thelDDS needgo betold which
interfaceit shouldmonitorfor maliciousactvity. If your ma-
chine hasonly oneinterface, selectit from the drop down.
If your machinehasmultiple interfaces selectthe "external"
one.If youareunsure selectethO.
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Inter nal Network(s) Thisisalisting of networkswhicharedeemed
"local" to the IDDS subsystemThesenetworks will beused
whenmatching'destinationaddressesh the attackpatterns.

You mayenteronenetwork of theform 1.2.3.4/5  where
'1.2.3.4 'isanetworkaddresand's' isthenetmaskn CIDR
notation.For ade nition of CIDR seethe endof this section
onpagey’.

To addmultiple addressespecifyoneperline.

DNS Server(s) Thisis alisting of thelP addressesf machinegou
useasDNS seners. Thiswill helplimit the numberof false
positiveson DNS-relatedhattacks.

Multiple entriesarehandledik e above.

Web Server(s) Thisis alisting of thelP addressesf machines/ou
useasweb seners. This will helplimit the numberof false
positveson WWW-relatedattacks.

Multiple entriesarehandledik e above.

What is CIDR Notation

Classlessnter Domain Routing (CIDR) is a methodfor assigning
IP addressewithoutusingthestandardP addreslassedik e Class
A, ClassB or ClassC.

In CIDR notation,anl|P addresss representedsA.B.C.D/n, where
"In" is calledthe IP pre x or network pre x. ThelP pre x identi-
es the numberof signi cant bits usedto identify a network. For
example,192.9.205.2218 meansthe rst 18 bits areusedto repre-
sentthenetwork andtheremainingl4 bits areusedto identify hosts.
Commonpre xesare8, 16, 24,and32.
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Referto the following pagefor the CIDR to NetmasKTranslation
Table
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| CIDR | Netmask(Dot Notation) | Number of Hosts |

1 128.0.0.0

2 192.0.0.0

13 224.0.0.0

14 240.0.0.0

/5 248.0.0.0

16 252.0.0.0

7 254.0.0.0

18 255.0.0.0

/9 255.128.0.0

/10 255.192.0.0

/11 255.224.0.0

/12 255.240.0.0

/13 255.248.0.0

114 255.252.0.0

/15 255.254.0.0

/16 255.255.0.0

117 255.255.128

/18 255.255.192.0

/19 255.255.224.0

120 255.255.240.0

121 255.255.248.0

122 255.255.252.0

123 255.255.254.0

124 255.255.255.0 256
125 255.255.255.128 128
126 255.255.255.192 64
127 255.255.255.224 32
128 255.255.255.240 16
129 255.255.255.248 8
/130 255.255.255.252 4
/31 255.255.255.254 2
132 255.255.255.255 1
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4.2.2 Rule Con guration

The IntrusionDetectionSystemworks on a setof givenrules. How
it makes useof theserulesis by checkingthe datait seeson the
network againsttheserules. If a pieceof datamatchesa setrule it
thentakesactionaccordingto therule. Therule de nesthetype of
traf c, thepriority of thetrafc, andsortit into a properclass.

The IDDS thenkeepstrack of all datain detailedlogs. Theselogs

areusedto createdetailedgraphsandreportsthat aregeneratean

a daily, weekly and monthly basis. More information concerning
thesereportscanbefoundin Sectiord.3onpagell

Below are groups of rules for the IDS. The IDS will use whichever ones are chacked

attack-respanses = backdaar = bad-traffic =
chat = ddas = deleted n
dns = dos = experimental | |
explalt = finger = fp -]
iemp-infa = lemp = Imap =
Info = local = misc -]
multimedla = mysyl = netblos =
nntp = oracle = other-lds -]
P2p = policy = pop3 ]
parn = rpe = rservices =
scan = shellcode = smip =
snmp = sql = telnet -]
thp = wirus [ ] web-attacks =
web-ogl = web-cilent = web-coldfusion
web-frantpage = web-lls = web-misc =
web-php = an =
Save Changes

To enablea rule checkits associatedhox andvice-versato disable
arule. To getanexplanationof eachrule click ontherule itself. A

smallerwindow will appeamwith a descriptionof the rule andwhat
it does.
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Whenchangeiave beencompletectlick the SaveChangesbutton.

ThelDDS systemis now readyto be started.By clicking the Start
IDDS option, locatedat the bottomof the IDDS Managementpage
will startthe IDDS. Thescreemwill refreshandtherewill now bea
seconcdoptionto stopthe IDDS. The IntrusionDetectionSystemis
now running.

4.3 Graphs and Reports

The Intrusion DetectionSystemlogs all the datait collectsfrom

the network. That datais thenusedto compile numerousgraphs
and charts. Thesegraphsand chartsare createddaily, weekly and
monthly andarearchivedaccordingly Additionally, therearereal-
time graphsthatdisplaylive informationfor your network.

To accesghe Graphsand Reportsselectthe Graphsand Reports
optionfrom the IDDS Managementscreen.

The Graphsand Reportssectionis broken down into two smaller
sections.Therearethe ActiveReportsandthe ReportArchives

4.3.1 Active Reports

The Active Reportssectionallows you to choosea reporttype and
how youwould lik e thegraphcontainedwithin thereportdisplayed,
asa pie chartor bargraph. You canview the reportby clicking in
theicon of a pie chartor a bar graphandthe associatedeportwill
bedisplayed.
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Thereportmaytake afew momentdo bedisplayedsincethesenum-
bersaregatheredandthe reportedbeinggeneratedvhenyou click
ontheicon.
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Oncethereportis displayedyou will seethereporttype alongwith
thetime periodthereportcoversfollowedby the graphanda break-
down of eachitem in the graph.Eachhighlighteditem in the graph
canbeclickedonto view detailsconcerninghatitem.

For example,if Attadksby Alert Classwaschosenagraphdisplay-
ing the differentprotocolswill bedisplayed.In the exampleabove,
if InformationLeakwaschosenall the sourcehostsattemptingthis
exploit in to the Information Leak alert classwill be displayedin
detail.

InternetDefenseandDetectionSystem 13
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Thisworksfor all thegraphsin this section.

4.3.2 1DDS Report Ar chives

The Intrusion Detection Systemusesits logs to producereports.
All the reportscreatedarestoredon the sener for futurereference.
Daily, weekly andyearly reportsare createdand stored. Daily re-
portsare createdat midnight for the previous day andare kept for
30daysbeforethe systenremovesthem.Weeklyreportsarefor the
previous week (7 days)andremoved after 3 months(90 days)and
monthly reportsarefor the prior month (30 days)andareremoved
afteroneyear
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To access report, selectfrom the daily, weekly or monthly pull-

down menu.

4.4 Real-Time Attack Listing

TheReal-TmeAttad Listing will opena new window thatwill dis-
play the 20 mostrecentattacksn 5 secondncrements.

Theattackswill besortedby time. By clicking on thetime stampof
the attackthe pacletinformationfor thatattackwill bedisplayed.
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4.5 Export Attack Data

Asidefrom thecreationof thedaily, weeklyandmonthlyreportsthe
IDDS systemwill createCSV les of this dataaswell.

Prede ned Time Speci cations

ThelDDS systenwill generate€SV les for thepreviousday, week
andmonththatwill beavailablefor immedietedownload.

Thereare pull-down menusfor daily, weekly andmonthly. Select
the CSV to downloadandclick the corrispondingDownload CSV
buttonto retrieve the CSV for the speci edtime period.
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NOTE: All CSVsarecompressedueto their largesize.

Custom De ned Time Speci cations

In additionto theprede inedtime periodsto downloadin CSVthere
is alsothe CustomDe ned Time Speci cationssections. This will
allow a CSV of the speci edtime periodto be generateéinddown-
loaded.

To make a dateselectionchoosea monthfrom the rst pull-down
menuand a day from the secondpull-down. Do the samefor the
endingdateandthenclick the Download CSV button. Unlike the
Prede ned Time Speci cationssincethe datais gatheredand the
CSV generatedat the time the datesare selected.On slover ma-
chineswith a gooddealof datathis canbetime consuming.

Oncethereporthasbeengenerategouwill bepromptedo save the
CSV le. As with the Prede nedTime Speci cationsCSVs,these
arecompressed.
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