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INTRODUCTION Chapter1

1 I NTRODUCTI ON

Welcometo theGuardianDigital InternetAccelerationandManage-
mentServer! ThisQuickStartGuideprovidesinformationaboutthe
IAM Serveranddescribesthestepsnecessaryto successfullyinstall
andcon�gure it.

For more detailedinformation abouthow to useEnGardeSecure
Professional,besureto refer to thecompleteEnGardeSecurePro-
fessionalUsersGuide.
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Section2.0

2 CONTACTI NG GUARDI AN DI GI TAL

GuardianDigital welcomesyour input andfeedback.You may di-
rect all questions,commands,or requestsconcerningthe software
youpurchased,yourregistrationstatus,orsimilarissuesto theGuardian
Digital CustomerServicedepartmentat thefollowing address:

GuardianDigital CustomerService
165ChestnutStreet
Allendale,New Jersey 07401
UnitedStates

Phone: +1-201-934-9230
E-Mail: customer.service@guardiandigital.com
World WideWeb: http://www.guardiandigital.com
OnlineStore: http://store.guardiandigital.com

Thedepartment'shoursof operationare9:00AM to 7:00PM East-
ernTime,MondaythroughFriday.
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3 TECHNI CAL SUPPORT

GuardianDigital provides comprehensive supportfor your enter-
prise. GuardianDigital canhelp bridgethe gapbetweenthe fast-
pacednatureof the Internet, security, and the latestopensource
technologiesavailable in EnGarde. GuardianDigital can provide
you with the information necessaryto develop uniquecustomiza-
tionsof EnGardeproductsto achievethefastesttime to marketwith
themostcost-effectivesolutions.

Includedwith your purchaseis 60 daysof e-mail, telephone,and
Webinstallationandcon�gurationsupportbeginningat thetime of
purchase.This includesup to four incidentsof installationandcon-
�guration supportwithin that60dayperiod.

GuardianDigital encouragesyou to visit uson theWebfor thean-
swersto many commonlyasked questionsandsystemdocumenta-
tion. ContactGuardianDigital TechnicalSupportbetweenthehours
of 9:00AM and7:00PM Easterntime.

Toprovidetheanswersyouneedquicklyandef�ciently , theGuardian
Digital TechnicalSupportstaff needssomeinformationaboutyour
computerandsoftware.Pleaseincludethis informationin yourcor-
respondence:

� Programnameandversionnumber

� Productregistrationnumber

� Any additionalhardwareorperipheralsconnectedtoyourcom-
puter

� How to reproduceyourproblem:whenit occurs,whetheryou
canreproduceit regularly, andunderwhatconditions
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Section3.0

� Informationneededto contactyouby voice,fax,or e-mail

� Stepsyouhave takenthusfar to try to resolve theproblem

� Any additionalsoftwareinstalled

Pleasecontactususingoneof thefollowing methods:

Phone: +1-201-934-9230
E-Mail: support@guardiandigital.com
World WideWeb: http://www.guardiandigital.com

To avoid delayin processingyour request,be sureto includeyour
accountnumberin thesubjectof thee-mail.
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4 Inter net Defenseand DetectionSystem

TheGuardianDigital InternetDefenseandDetectionSystem(IDDS)
will track incomingandoutgoingtraf�c on your network. Usinga
pre-de�nedsetof rulestheIDDS will determineif thetraf�c is mali-
cious.TheIDDS will searchfor attacksagainstserversandservices
suchasDenial of Service(DoS) attacks,it will also track the use
of anarrayof protocolswhich maybeagainstcompany policy and
trackpossiblemisuseof thenetwork.

Additionally IDDS keepsdetailedreportsand graphsin real-time
andover time. The IDDS will alsoarchive all reportsfor a given
day, weekor month.

4.1 Installing IDDS

TheGuardianDigital InternetDefenseandDetectionSystemis in-
stalledvia the GuardianDigital SecureNetwork (GDSN). To in-
stall the IDDS inserttheCD-ROM disk thatwasincludedwith the
GuardianDigital IDDS purchaseinto theCD-ROM driveof theEn-
Gardeserveryouwill beinstallingtheIDDS on.

SelectingInstall from Local Media in the GDSN will performthe
installation. Instructionson how to usetheGDSNcanbe found in
Section5 onpage171of EnGardeSecureProfessionalUserManual.
Additionally theInstall fromLocalMediaportioncanbelocatedon
page173underSection5.1.2Install fromLocalMedia.

4.2 Con�guring IDDS

After installationyou can �nd the IDDS modulesin the Security
sectionof theWebTool mainmenu.
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Section4.2 Con�guring IDDS

To con�gure theIntrusionDetectionSystemonyourEnGardeserver
selecttheIDDSManagementoptionfrom theSecuritymenu.Select
Edit Con�guration to begin con�guring theIDDS.

4.2.1 GeneralOperation

Con�guring the IDDS is a relatively painlesstask. Leaving all the
con�gurationoptionssetto theirdefaultsettingswill allow theIDDS
to scanthelocal internalnetwork(s)thattheIDDS is locatedon. To
limit the IDDS to monitor speci�c subnetson the internalnetwork
they mustbespeci�edseparatelybyselectingtheSpecifyNetwork(s)
option andthenenteringin the network(s). A descriptionof what
eachoptionis andhow to useit is below.

DeviceTo Monitor To beeffective,theIDDSneedstobetoldwhich
interfaceit shouldmonitorfor maliciousactivity. If your ma-
chine hasonly one interface,selectit from the drop down.
If your machinehasmultiple interfaces,selectthe"external"
one.If youareunsure,selecteth0.
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Inter nal Network(s) Thisisalisting of networkswhicharedeemed
"local" to theIDDS subsystem.Thesenetworkswill beused
whenmatching"destinationaddresses"in theattackpatterns.

Youmayenteronenetwork of theform 1.2.3.4/5 where
' 1.2.3.4 ' is anetwork addressand' 5' is thenetmaskin CIDR
notation.For a de�nition of CIDR seetheendof this section
onpage7.

To addmultipleaddresses,specifyoneperline.

DNS Server(s) This is alisting of theIP addressesof machinesyou
useasDNS servers. This will help limit thenumberof false
positivesonDNS-relatedattacks.

Multiple entriesarehandledlike above.

WebServer(s) This is alisting of theIP addressesof machinesyou
useasweb servers. This will help limit the numberof false
positivesonWWW-relatedattacks.

Multiple entriesarehandledlike above.

What is CIDR Notation

ClasslessInter DomainRouting(CIDR) is a methodfor assigning
IP addresseswithoutusingthestandardIP addressclasseslikeClass
A, ClassB or ClassC.

In CIDR notation,anIP addressis representedasA.B.C.D /n,where
"/n" is calledthe IP pre�x or network pre�x. The IP pre�x identi-
�es the numberof signi�cant bits usedto identify a network. For
example,192.9.205.22/18means,the�rst 18bits areusedto repre-
sentthenetwork andtheremaining14bitsareusedto identify hosts.
Commonpre�xesare8, 16,24,and32.
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Refer to the following pagefor the CIDR to NetmaskTranslation
Table.
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CIDR Netmask(Dot Notation) Number of Hosts

/1 128.0.0.0
/2 192.0.0.0
/3 224.0.0.0
/4 240.0.0.0
/5 248.0.0.0
/6 252.0.0.0
/7 254.0.0.0
/8 255.0.0.0
/9 255.128.0.0
/10 255.192.0.0
/11 255.224.0.0
/12 255.240.0.0
/13 255.248.0.0
/14 255.252.0.0
/15 255.254.0.0
/16 255.255.0.0
/17 255.255.128
/18 255.255.192.0
/19 255.255.224.0
/20 255.255.240.0
/21 255.255.248.0
/22 255.255.252.0
/23 255.255.254.0
/24 255.255.255.0 256
/25 255.255.255.128 128
/26 255.255.255.192 64
/27 255.255.255.224 32
/28 255.255.255.240 16
/29 255.255.255.248 8
/30 255.255.255.252 4
/31 255.255.255.254 2
/32 255.255.255.255 1
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4.2.2 Rule Con�guration

TheIntrusionDetectionSystemworksona setof givenrules.How
it makesuseof theserules is by checkingthe datait seeson the
network againsttheserules. If a pieceof datamatchesa setrule it
thentakesactionaccordingto therule. Therule de�nes thetypeof
traf�c, thepriority of thetraf�c, andsortit into a properclass.

The IDDS thenkeepstrackof all datain detailedlogs. Theselogs
areusedto createdetailedgraphsandreportsthataregeneratedon
a daily, weekly andmonthly basis. More informationconcerning
thesereportscanbefoundin Section4.3onpage11.

To enablea rule checkits associatedbox andvice-versato disable
a rule. To getanexplanationof eachrule click on therule itself. A
smallerwindow will appearwith a descriptionof therule andwhat
it does.
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Whenchangeshavebeencompletedclick theSaveChangesbutton.

TheIDDS systemis now readyto bestarted.By clicking theStart
IDDS option, locatedat thebottomof the IDDS Managementpage
will starttheIDDS. Thescreenwill refreshandtherewill now bea
secondoptionto stoptheIDDS. TheIntrusionDetectionSystemis
now running.

4.3 Graphs and Reports

The Intrusion DetectionSystemlogs all the data it collects from
the network. That datais then usedto compile numerousgraphs
andcharts. Thesegraphsandchartsarecreateddaily, weekly and
monthlyandarearchivedaccordingly. Additionally, therearereal-
timegraphsthatdisplaylive informationfor yournetwork.

To accessthe Graphsand Reportsselectthe Graphsand Reports
optionfrom theIDDSManagementscreen.

The Graphsand Reportssectionis broken down into two smaller
sections.TherearetheActiveReportsandtheReportArchives.

4.3.1 ActiveReports

TheActive Reportssectionallows you to choosea reporttypeand
how youwould like thegraphcontainedwithin thereportdisplayed,
asa pie chartor bargraph. You canview the reportby clicking in
the icon of a pie chartor a bargraphandtheassociatedreportwill
bedisplayed.
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Thereportmaytakeafew momentsto bedisplayedsincethesenum-
bersaregatheredandthereportedbeinggeneratedwhenyou click
on theicon.
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Oncethereportis displayedyou will seethereporttypealongwith
thetimeperiodthereportcoversfollowedby thegraphandabreak-
down of eachitem in thegraph.Eachhighlighteditem in thegraph
canbeclickedon to view detailsconcerningthatitem.

For example,if Attacksby Alert Classwaschosen,a graphdisplay-
ing thedifferentprotocolswill bedisplayed.In theexampleabove,
if InformationLeakwaschosen,all thesourcehostsattemptingthis
exploit in to the InformationLeak alert classwill be displayedin
detail.
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Thisworksfor all thegraphsin this section.

4.3.2 IDDS Report Ar chives

The Intrusion DetectionSystemusesits logs to producereports.
All thereportscreatedarestoredon theserver for futurereference.
Daily, weekly andyearly reportsarecreatedandstored. Daily re-
portsarecreatedat midnight for the previous day andarekept for
30daysbeforethesystemremovesthem.Weeklyreportsarefor the
previousweek(7 days)andremovedafter 3 months(90 days)and
monthly reportsarefor theprior month(30 days)andareremoved
afteroneyear.
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To accessa report,selectfrom the daily, weekly or monthly pull-
down menu.

4.4 Real-Time Attack Listing

TheReal-TimeAttack Listing will opena new window thatwill dis-
play the20mostrecentattacksin 5 secondincrements.

Theattackswill besortedby time. By clicking on thetimestampof
theattackthepacket informationfor thatattackwill bedisplayed.
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4.5 Export Attack Data

Asidefrom thecreationof thedaily, weeklyandmonthlyreportsthe
IDDS systemwill createCSV�les of this dataaswell.

Prede�ned Time Speci�cations

TheIDDS systemwill generateCSV�les for thepreviousday, week
andmonththatwill beavailablefor immedietedownload.

Therearepull-down menusfor daily, weekly andmonthly. Select
the CSV to downloadandclick the corrispondingDownloadCSV
buttonto retrievetheCSVfor thespeci�edtimeperiod.

16 UserGuide



InternetDefenseandDetectionSystem Chapter4

NOTE: All CSVsarecompresseddueto their largesize.

Custom De�ned Time Speci�cations

In additionto theprede�inedtimeperiodsto downloadin CSVthere
is alsothe CustomDe�ned Time Speci�cationssections.This will
allow a CSVof thespeci�edtimeperiodto begeneratedanddown-
loaded.

To make a dateselectionchoosea monthfrom the �rst pull-down
menuanda day from the secondpull-down. Do the samefor the
endingdateandthenclick the DownloadCSV button. Unlike the
Prede�ned Time Speci�cationssincethe data is gatheredand the
CSV generatedat the time the datesareselected.On slower ma-
chineswith a gooddealof datathiscanbetimeconsuming.

Oncethereporthasbeengeneratedyouwill bepromptedto savethe
CSV �le. As with the Prede�nedTime Speci�cationsCSVs,these
arecompressed.
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