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Section1.0

1 Intr oduction

Welcometo theGuardianDigital SecureList Port!

Built on thefoundationof EnGardev1.5,andfully integratedto GuardianDigital
Secure Mail Suite, Secure List Port allows you to createand managemultiple
mailing lists effortlessly.

Thismanualwill outlineexactlyhow to theinstallSecureList Port andhow mail-
ing listsarecreatedandcon�gured.
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Chapter2 ContactingGuardianDigital

2 Contacting Guardian Digital

GuardianDigital welcomesyourinputandfeedback.Youmaydirectall questions,
commands,or requestsconcerningthesoftwareyou purchased,your registration
status,or similar issuesto theGuardianDigital CustomerServicedepartmentat
thefollowing address:

GuardianDigital CustomerService
165ChestnutStreet
Allendale,New Jersey 07401
UnitedStates

Phone: +1-201-934-9230
E-Mail: customer.service@guardiandigital.com
World WideWeb: http://www.guardiandigital.com
OnlineStore: http://store.guardiandigital.com

Thedepartment'shoursof operationare9:00AM to 5:00PM EasternTime,Mon-
daythroughFriday.
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Section3.0

3 TechnicalSupport

GuardianDigital providescomprehensive supportfor your enterprise.Guardian
Digital canhelpbridgethegapbetweenthefast-pacednatureof theInternet,se-
curity, and the latestopensourcetechnologiesavailable in EnGarde.Guardian
Digital canprovide you with the informationnecessaryto develop uniquecus-
tomizationsof EnGardeproductsto achieve the fastesttime to market with the
mostcost-effectivesolutions.

GuardianDigital encouragesyou to visit uson theWebfor theanswersto many
commonlyaskedquestionsandsystemdocumentation.ContactGuardianDigital
TechnicalSupportbetweenthehoursof 9:00AM and6:00PM Easterntime.

To provide the answersyou needquickly and ef�ciently , the GuardianDigital
TechnicalSupportstaff needssomeinformationaboutyour computerandsoft-
ware.Pleaseincludethis informationin yourcorrespondence:

� Programnameandversionnumber

� Productregistrationnumber

� Any additionalhardwareor peripheralsconnectedto yourcomputer

� How to reproduceyourproblem:whenit occurs,whetheryoucanreproduce
it regularly, andunderwhatconditions

� Informationneededto contactyouby voice,fax,or e-mail

� Stepsyou havetakenthusfar to try to resolve theproblem

� Any additionalsoftwareinstalled

Pleasecontactususingoneof thefollowing methods:

Phone: +1-201-934-9230
E-Mail: support@guardiandigital.com
World WideWeb: http://www.guardiandigital.com

To avoid delay in processingyour request,be sureto include your registration
numberin thesubjectof thee-mail.

UserGuide 3



Chapter4 InstallingGuardianDigital SecureList Port

4 Installing Guardian Digital Secure List Port

Secure List Port is installedalongwith the Guardian Digital Secure Mail Suite.
TheSecureMail Suiteis installedvia theGuardianDigital SecureNetwork (GDSN).
To install Secure Mail Suite, inserttheCD-ROM disk thatwasincludedwith the
Secure Mail Suitepurchaseinto the CD-ROM drive of the EnGardeserver you
will beinstallingtheSecureMail Suiteon.

SelectingInstall from Local Media in the GDSN will perform the installation.
Instructionson how to usetheGDSNcanbe found in Section5 on page166 of
EnGardeSecureProfessionalUserManual. Additionally the Install from Local
Mediaportioncanbelocatedon page168underSection5.1.2Install fromLocal
Media.

4.1 Accessingthe Installed Secure List Port

OncetheGDSN�nishes installingall of theSecure Mail Suitepackages,Secure
Mail Suitewill beaccessiblefrom theWebTool from thesectionSystemManage-
ment.TheSecure List Port is accessiblefrom theGeneral Con�guration section
of theSecureMail Suite.
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Section5.0

5 BasicCon�guration

SecureList Port is accessedfrom SecureMail Suite. Click SecureList Port in the
General Con�guration sectionof the Secure Mail Suite. Beforeyou cancreate
mailing lists, you mustsetup basiccon�guration to make surethat Secure List
Port cansendandreceivemail andis accessiblefrom theInternet.This is donein
theGlobal Settingssection.

List Server E-Mail Addr ess This is thee-mailaddressof themailing list man-
agementsoftware. All list commands,includingsubscribe/unsubscribere-
quests,shouldbesentto thisaddress.Thedomainpartof thisemailaddress
shouldbeavirtual domainde�nedonthesystem.Eg: list-mgr@corp.guar-
diandigital.com.Youneedto de�ne aList ServerEmailAddressbeforeyou
canuseSecureList Port.

In the above example,corp.guardiandigital.comshouldbe a virtual domainal-
readycreatedon this machine.A virtual domaincanbecreatedusingtheVirtual
Domainssectionof SecureMail Suite.You can�nd instructionsfor creatingvir-
tual domainsin Guardian Digital Secure Mail Suitemanual,section6.3.2. The
addresslist-mgr will be createdin the virtual domaincorp.guardiandigital.com.
Youshouldnotdeleteit manually.
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Chapter6 BasicCon�guration

In the examplesetup,an email to list-mgr@corp.guardiandigital.comwith the
subject“ subscribetestlist” shouldsubscribethesenderto themailing list named
testlistif it exists.

List Server Admin E-Mail This is the email addressof the list administrator.
This shouldbe a real email address,belongingto the personwho would
managethemailing lists createdon this machine.

Full Nameof the List Manager Thefriendly nameto appearin emailsentfrom
theSecureList Port. Eg: "SecureList Port".

DigestProcessingInter val How oftento sendoutdigests,if digestsareenabled.

Logging Level Youcanspecifythelog level here.Logscanbeviewedby click-
ing on the View Logs link. You will get more log messagesin a higher
log level. This option controlsgenerallog messagesonly. Verbosityof
log messagesrelatedto a particularmailing list canbe con�gured in the
con�gurationsectionof thatparticularmailing list.

Global Blacklist This is a blacklistof usersbannedfrom subscribingto mailing
lists existingon this server. Enteronepatternperline. If theemailaddress
of thesendercontainsany of thepatternsde�nedhere,hewill beprohibited
from subscribingto any list. Eg: Theentry@spamcentral.comwill block
all emailwith domainspamcentral.com, liketom@spamcentral.com. To re-
strictoneuser, enterthefull usernameof theuser. (eg: user@spamdomain-
.com).

SecureList Port UI SecureList Port providesawebinterface,calledSecureList
Port User Interface, wheretheuserscanlog in andmanagetheir subscrip-
tion. Userscanseevariousmailinglistsavailableandsubscribe/unsubscribe
to a list, throughthis interface.To enablethewebinterface,youmustselect
a virtual host. All virtual hostsde�ned on this server will be availablein
the drop down menu. You will needto createat-leastonevirtual host in
theVirtual Hostssectionaccessiblefrom themain index page,beforeyou
canusethis feature.Selecta virtual hostandclick onUpdateSettings. The
WebTool will provideyouwith thelink to thewebinterface.If youwantto
disablethewebinterface,selectNoVirtual Host.

Click UpdateSettingsto save thesettings.
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Section6.0

6 Creating Mailing Lists

Thissectionoutlinestheprocedurefor creatingamailinglist. Rememberthatyou
shouldhavecompletedtheBasicCon�gurationbeforeattemptingthis.

To createamailing list, click on the[CreateA Mailing List] link on thebottomof
thepage.A pop-upwindow will appear. Youneedto provideanamefor thelist, a
virtual domain, andtheemailaddressof thelist owner. Thelist nameshouldnot
containcertainspecialcharactersor whitespace.Selectavirtual domainfrom the
list of existing virtual domainson this machine.Themailing list will becreated
in theselectedvirtual domain. If thereareno virtual domains,you needto create
onein theVirtual Domainssectionof SecureMail Suite. Referto section6.3.2of
Guardian Digital Secure Mail Suitemanualfor moreinformationaboutcreating
virtual domains.

The email addressof the list will be <listname>@<virtual domainname>and
all poststo this list shouldbe sentto this address.For example,if the list name
is engarde-usersandthedomainnameis guardiandigital.com, thenthenemailad-
dressfor postingmessagesto thethelist will beengarde-users@guardiandigital.c-
om. SecureList Port will automaticallycreatethenecessaryaliasesandvirtual do-
mainaddresses.Pleasetake carenot to remove thosealiasesandvirtual domain
addressesmanually. Theemailaddressof thelist owneris theaddressof theper-
sonwho ownsandmonitorsthelist. List ownerwill automaticallybesubscribed
to themailing list asanadministrator. Onceyou have providedall necessaryin-
formation,click CreateList to createthelist.
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Chapter7 Con�guring theMailing List

In the example above, we createthe list engarde-users in the virtual domain
corp.guardiandigital.com. Theemailaddressof thislist will beengarde-users@c-
orp.guardiandigital.com. In otherwords,all poststo thelist shouldbesentto the
email addressengarde-users@corp.guardiandigital.com. The list owner will be
jerrin@guardiandigital.com.

7 Con�guring the Mailing List

This sectiondescribeshow to perform detailedcon�guration of a mailing list.
Informationaboutmaintainingthe mailing list, addingandremoving users,dis-
playing list archives, settingvarioustypesof permissionsare explainedin the
following pages.

All mailing lists existing on this systemwill be listedon thebottomof themain
page. To con�gure a particularmailing list, click on the nameof the mailing
list. A pop-upwindow will appear, presentinganindex to variouspartsof thelist
con�guration.
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Deletingthelist Section7.1

Thefollowing arethedifferentsectionsfor con�guring amailing list.

7.1 Deleting the list

To deletethelist, click DeleteThisList in thepopupwindow.

All archivesfrom this list will bezippedandplacedin thedirectory
/home/ecartis/archives/saved.You maydownloadthis archive �le now usingthe
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Chapter7 Con�guring theMailing List

DownloadList Archivesbutton. You canobtain this �le later from the location
/home/ecartis/archives/saved/<list-name>-archive.tar.gz.

You will beasked to con�rm your decision.To deletethe list permanentlyfrom
thesystem,click DeleteThisList in thepopupwindow. Whenyou deletea list,
thelist archiveswill no longerbeavailablefrom thewebinterface.

7.2 GeneralSettings

Click on the General Settingslink on thepop-upwindow to accessthis section.
This sectionis for performingbasiccon�guration of the list. You may edit the
following parametershere.

Mail List Name. Youmaychangethenameof thelist here.Click thelink [Cha-
nge], shown next to thenameof thelist, to changethenameof themailing
list. Enterthenew namein theoptionNew Nameandclick ChangeName.
Rememberthatchangingthenamewill notchangethenameof themailing
list appearingin old list archives.Whenyouchangethenameof thelist, all
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GeneralSettings Section7.2

existing mail aliasesandvirtual domainaddressescreatedfor this list will
berewrittenby theSecureList Port.

Domain Name Youcanchangethedomainnameof thelist. Selectanew virtual
domainfrom thedropdown menu.You will needto have createda virtual
domainusingtheSecureMail Suitebeforebeingableto useit here.

Moderated Youmayselectwhetherthelist is moderatedor not. If thelist is mod-
erated,all emailssentto thelist will needto beapprovedby list moderators
beforethey aresentto all membersin themailing list.

List Owner Youcanchangetheemailaddressof thelist ownerhere.

CC List A commaseparatedlist of localmailing listswhich receivecopiesof all
postsmadeto this list.

Union List This is a commaseparatedlist of localmailing lists,whosemembers
canpostto this list evenif this list is is closed.

SubjectTag This is theoptionaltag to be includedin thesubjectlinesof posts
sentto thelist. Eg: [EngardeUsers].

Maximum SizeOf Mail Postswhicharelargerthanthisnumberin byteswill be
moderated.

Subscription Type SubscriptiontypecanbeOpen,Closedor RequireCon�rma-
tion. If thelist is Open, anybodycansubscribeto thelist, without approval
from the list administrators.If the list is Closed, new memberswill need
to beapprovedby the list administratorsbeforethey aresubscribedto the
list. If thelist subscriptionrequirescon�rmation, new membersrequesting
subscriptionwill beaskedto con�rm their subscriptionrequestin a second
email,sothattheir emailaddressescanbeveri�ed.

Unsubscription Type UnsubscriptionTypecanbeOpen,ClosedorRequireCon-
�rmation. Theseoptionsaresimilar to thesubscriptiontype.
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Chapter7 Con�guring theMailing List

Administri via If administrivia is setto Yes, subscription/unsubscriptionattempt
noti�cations will besentto list administrators.If setto no, thenoti�cations
will notbesentto theadministrators.

Attachment Handling Youcanprohibitattachmentsin poststo thismailing list.
If youselectYes, attachmentswill bestrippedfrom poststo this list, accord-
ing to thecriteriade�ned below.

� RemoveAll Attachments Strip all attachmentsfrom poststo this list

� Remove All AttachmentsExcept TEXT/PLAIN Strip all attachments
exceptplain text attachments.The text attachmentswill be addedto the
bodyof message,andall othertypesof attachmentswill beremoved.

� Remove All AttachmentsExcept TEXT/PLAIN and HTML Strip all
attachmentsexceptplain text andHTML attachments.HTML attachments
will be convertedto text andwill be appendedto the messagebody. All
othertypesof attachmentswill bestripped.

By default,whenanattachmentis stripped,asmallnoti�cation is appendedto the
messagebodyinforming therecipientthat therewereattachmentswith this mail.
If you opt to remove attachmentssilently, the noti�cation will not be addedto
postswhenattachmentsarestrippedfrom them.

Click UpdateSettingsto save thecon�guration.

7.3 Templates

Hereyou may edit variousmessagetemplatesfor this mailing list. This is mail
sentto usersonspecialoccasions.
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Templates Section7.3

Black List Text This is the messagesentto blacklisteduserswhen they try to
postto this mailing list.

ClosedText This is themessagesentto userswhenthey postonaclosedlist.

DigestFooter Thefooterto beappendedto digestmailsfrom this mailing list.

DigestHeader Theheaderto beprependedto digestmailsfrom thismailing list.

MessageFooter Thefooterto beappendedto everypostin themailing list.

MessageHeader Theheaderto beprependedto everypostin themailing list.

GoodbyeText This is themessagesentto userswhenthey unsubscribefrom the
list. Youcanalsoprovidethesubjectof themessagehere.
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Chapter7 Con�guring theMailing List

Description Generalinformation aboutthe mailing list. Userswill be able to
view this information.

Moderator WelcomeText Messagesentto new moderators.May containinfor-
mationabouthow to moderatethelist.

No PostText Messagesentto list memberswho arenot allowed to post,when
they try to postto themailing list.

WelcomeText A messagesentto new membersto the list whenthey subscribe.
Youcanalsoprovidethesubjectof themessagehere.

7.4 Security

This sectioncontainsthe list settingsrelatedto security. This sectionhas the
following options.
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Security Section7.5

Black List Mask Allowsyouto specifypatternsfor blacklistingusersonthelist.
Enteronepatternperline. If any of thepatternsmatchapartof theemailad-
dressof auser, thatuserwill notbeallowedto subscribeor postto themail-
ing list. For example,a pattern@spammers.org will block all postsfrom
any emailaddresswith domainspammers.org (eg: tom@spammers.org). To
restrictoneuser, enterthefull usernameof theuser. (eg: user@spamdomai-
n.com).

Mail From Non-members Here you can specify what happensto postsfrom
email addressesthat arenot subscribedto the list. The following options
areavailable:

� Accept Themail will beacceptedandsentto all list members.

� SendTo Moderator Sendthepostto a moderator. Themail will besent
to list membersonly if a moderatorapprovesit.

� Discard Rejectthemail.

PostPassword Youmayspecifyanoptionalpassword for postingto thelist. If a
postpassword is set,thenonly thosememberswhoknow thepassword can
postto themailing list. All poststo thelist without thefollowing line in the
messagebodyor headerwill berejected:

X-Posting-Pass:<postpassword>

To disablethis authenticationrequirement,leave this �eld empty.

Who is allowed to view member list? Youcanselectwhowill beallowedto see
a list of membersin themailing list. Thefollowing optionsareavailable:

� CurrentMembersOnly Onlysubscribeduserscanseethelist of members.

� The Administrator Only Only the list administratorcanseethe list of
members.This is therecommendedoption.

� Anybody Anybodycanview thelist of mailinglist members.Thisoptions
is dangeroussinceit allows spammersto harvestemailaddressesfrom the
list, andshouldbeavoidedif possible.
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Chapter7 Con�guring theMailing List

7.5 Bounces

In thissection,youmaysetcertainactionsto betakenonuserswhobounceemails
back to the list. You can specify the maximumnumberof fatal and non-fatal
bouncesallowedfor a userwithin aparticulartime interval. If eitherfatalor non-
fatal bouncelimit is exceeded,within the time interval for a particularuser, the
particularactionwill be taken for that user. You may selectto Take no action,
Unsubscribetheuser, or Put theuseron vacation. If theuseris seton vacation,
no morepostsfrom thelist will besentto thatusereventhoughhewill still bea
memberof thelist andcanpostto thelist.

Maximum Fatal Bounces Maximumnumberof fatalbouncesallowedfor auser
in the time interval speci�ed below. If this limit is exceeded,the userac-
countwill besubjectedto theActionasde�ned below

Maximum Non-Fatal Bounces Maximumnumberof non-fatalbouncesallowed
for a userin thetime interval speci�edbelow. If this limit is exceeded, the
useraccountwill besubjectedto theActionasde�ned below.

Time Inter val In Days The time interval in days,for the optionsabove. If the
numberof fatalor non-fatalbouncesoccurredin this time interval exceed
their limits, thefollowing Actionwill beexecutedfor themember.

What to do whenbouncelimits exceedWhat Action to take when the bounce
limits exceedsaccordingto thecriteriasetby thethreeoptionsabove. The
actioncanbeany of thefollowing:

� No Action Takenoaction.
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DigestSettings Section7.6

� UnsubscribeUser Unsubscribetheuserfrom this mailing list.

� Put the Useron Vacation Puttheuseron vacation.No morepostsfrom
thelist will besentto theuser. Theuserwill still beamemberandcanpost
to themailing list.

Click UpdateSettingsto save settingsandreturn to the list con�guration index
page.

7.6 DigestSettings

In this section,you canedit varioussettingsrelatedto digests.

Ar edigestsallowed? You mayenableor disabledigestsfor thelist here.If dis-
abled,emaildigestswill notbesentto any users.

"T o:" addressin the digest You canspecifytheemail addressto appearin the
To: headerof mailsfrom thedigest.

"Fr om:" addressin the digest You canspecify the email addressto appearin
theFrom: headerof mailsfrom thedigest.

Include a Table of Contentsin digest? YoumaydisableorenableTableof Con-
tentsin thedigestmessage.Tableof Contentsareenabledby default.
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Chapter7 Con�guring theMailing List

Maximum ageof email digestbefore it is sent Maximum ageof digestbefore
it is sentautomatically. A digestwill besentimmediatelyif it is olderthan
this value. You may usethe suf�x "h" to denotetime in hours,"m" for
minutesand"d" for days.
Eg: 2 d meanstwo days.12h meanstwelvehours.

Maximum sizeof digestbefore it is sent. If thedigestexceedsthissizelimit, in
bytes,it will besentimmediately.

7.7 Ar chives

This sectionis relatedto themanagementof archive mails from themailing list.
Youcansetup a local webserver to view thearchivesfrom themailing list. This
sectioncontainsthefollowing options.

KeepAr chives Thisoptionallowsyouto setwhetheror notnew postsareadded
to archives.If No is selected,new postsin thelist will not beplacedin the
archives.

DeleteOld Ar chives? If Yes, archiveswhichareolderthanaspeci�edMaximum
Age areremovedautomatically. The MaximumAge canbe setin thenext
option.If No, nopartof thearchivewill beexpiredor removed.Thisoption
will take effectonly if you specifya MaximumAgeof Archivesto Retain.
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ExpirationSettings Section7.8

Maximum Ageof Ar chivesto Retain Youmayspecifythemaximumageof
archivesin months. Archivesarechecked oncein a month,andarchives
older thanthis limit areremoved. This limit is enforcedonly if you have
selectedYesin theDeleteOld Archives?optionabove.

Virtual Host for Displaying Ar chives A virtual hostis necessaryto displaythe
mailing list archivesthrougha web server. To enableaccessingarchives
throughthewebserver, selecta Local Virtual Host, andclick UpdateSet-
tings. You will needto createat leastonevirtual hostbeforeyou canuse
this section.Virtual hostscanbe createdin the Virtual HostManagement
moduleaccessiblefrom themainindex pagein theWebTool. After setting
upthelocalwebserverfor displayingthearchives,youcanselecthow often
to updatethewebinterfacefor thearchives.

How Ofter to Update the Ar chives This optionwill beavailableonly afteryou
haveselecteda virtual hostandsetup thewebserver. Youmayspecifyhow
oftenthewebpageshouldbeupdatedto re�ect changesin thearchives.

To removeavirtual host,youmayusetheClearVirtual Hostbuttononthebottom
right of thescreen.

7.8 Expiration Settings

Hereyou may edit time limits for expiring administrative andusercommands.
Time limits canbe speci�ed in minutes,hoursor days. Use the subscript"m"
for minutes,"h" for hoursand"d" for days.For example,"5 d" means� ve days
and"24 h" meanstwenty four hours. Put a spacebetweenthe numberand the
subscript.
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Chapter7 Con�guring theMailing List

7.9 Logging And Reporting

Thissectionis for editingoptionsrelatedto logsandreports.SecureList Port will
createa reportnightly for every list andsendit to the list owner. The existing
reportscanbeviewedfrom this page.Thefollowing optionsareavailablein this
section.

Log Level You mayspecifytheverbosityof logsgeneratedfor this mailing list.
This option is for log messagesrelatedto this mailing list only. This is
differentfrom the logginglevel in theglobalsettingspage,which controls
generallog messagescommonto all lists.

SendDaily Reports to Owner? If Yesa daily summaryreportof the list traf�c
will besentto thelist owner.

Number of Reports to Keep Numberof daily reportsto bekept. Older reports
will beremoved.

SendErr or Messagesto the Owner? If Yeserrormessagesfrom thelist will be
sentto thelist owner.
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LoggingAnd Reporting Section7.9
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Chapter7 Con�guring theMailing List

7.9.1 Reports

The mailing list managergeneratesdaily reportsdaily including a summaryof
list traf�c. This reportwill besentto list owner if you settheoptionSendDaily
Reportsto theOwner?to Yes. All reportsarearchived.Youcanview pastreports
in this section.To view thereportof a page,click on theReportDate.

7.10 UserMaintenance

In this sectionyoucanedit default usersettingsandmanageusers.Youmaysub-
scribe/unsubscribeusersor edit their settingshere.Thissectionhasthefollowing
parts.

7.10.1 Default UserSettings

You may edit the default usersettingsby clicking on the Default User Settings
button.On this page,youmayedit thedefault settingsthatwill beappliedto new
userswhenthey subscribe.To seeanexplanationof thesettingsavailablefor each
user, seesection7.9.3.
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UserMaintenance Section7.10

7.10.2 Adding a User.

Click AddNew User to adda user. You will needto supplytheemailaddressof
the new user, alongwith the his personalsettings.By default, the personalset-
tingswill besetto thedefault usersettingsde�ned in section7.10.1.For detailed
explanationof variousavailablepersonalsettings,refer to section7.10.3. Click
CreateUserto addtheuserto themailing list.

7.10.3 UserList

This pageshows a list of memberssubscribed,alongwith a brief descriptionof
eachuser. To unsubscribeor edit thesettingsof auserclick on thecorresponding
emailaddress.

Availableusersettingsarelistedbelow.

BannedFrom Posting? Disallow this userfrom postingmessagesto thelist

Doesthe UserReceive Copiesof his own Posts? If selected,thenpostsfrom a
userwill besentto himself.

Moderate the user? If you selectNo Selection, theuserwill bemoderatedonly
if it is amoderatedmailing list. If youselectAlwaysmoderatethisuser, the
userwill bemoderatedevenif thelist is not moderated.If Never moderate
this user is selected,the userwill never be moderatedeven if the list is
moderated.
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Chapter7 Con�guring theMailing List

DigestSettings Whetherto senddigeststo theuserinsteadof individualmails. If
thisoptionis set,all poststo thelist will beput in asingleemailandmailed
to theuser.

Is the userprotectedfr om bounces?If auseris protectedfrom bounces,hewill
not be unsubscribedor seton vacationeven if bouncesfrom him exceeds
limits. Thesettingson theBounceSectionwill not have any effect on this
user.

Is the usera moderator? Moderatorsarespecialuserswho canapprove or re-
ject postsfrom ordinaryusersin a moderatedlist. They cannotaddor re-
moveusers,or edit otheruserssettings.

Is the useran administrator? Administratorsarepowerfulspecialuserswhocan
add/remove list membersandedit settingsof othermembers.However, a
simpleadministratorcannotmakeanothermemberanadministratoror edit
settingsof otheradministrators.

Is the usera super-administrator? Superadministratorsarespecialtypesof ad-
ministratorswho can make other membersadministrators. Only super-
administratorscanedit settingsof otheradministrators.

Sendthis user reports? If set,theuserwill receive a daily reportaboutbounce
processing.Theuserneedsto beanadministratorbeforethisoptionis set.

Sendthis usererror messages?If set, this userwill get error messagesgener-
atedfrom this list. Theuserneedsto beanadministratorbeforethis option
is set.
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8 Using Secure List Port

Youcansubscribe/unsubscribeto mailinglistsde�nedontheserverthroughemail
commands.To passa commandto theSecure List Port, sendanemail to theList
ServerEmail Address,with thecommandsin themessagesubjector themessage
body. If acommandis foundin thesubject,thebodywill notbecheckedfor more
commands.

8.1 Subscribing to a List

To subscribeto a list, sendamail to thelist serveremailaddress, with thesubject
assubscribe<listname>, or senda mail to <listname>-request@<listdomain>
with thesubjectassubscribe.

For example,to subscribeto a list namedengarde-users, which hasthe domain
guardiandigital.com, sendanemail to the list serveremailaddresswith the fol-
lowing line in thesubject,or in thebodyif subjectis empty:

subscribeengarde-users
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Or, senda mail to engarde-users-request@guardiandigital.com, with thesubject
assubscribe.

8.2 Unsubscribing fr om a List

To unsubscribefrom a list, senda mail to the list serveremailaddress, with the
subjectasunsubscribe<listname>, or sendamail to<listname>-request@<listd-
omain>with thesubjectasunsubscribe.

For example,to unsubscribefrom a list namedengarde-users, which hasthedo-
mainguardiandigital.com, sendanemailto thelist serveremailaddresswith the
following line in thesubject,or in thebodyif subjectis empty:

unsubscribeengarde-users

Or, senda mail to engarde-users-request@guardiandigital.com, with thesubject
asunsubscribe.

8.3 Other Commands

To executeacommand,youmustsendamail to thelist serveremailaddresswith
thecommandin themessagesubjector body. Messagebodywill becheckedfor
commandsonly if themessagesubjectis empty. Resultsof thecommandswill be
mailedbackto you.

To seea list of availablelists in theserver, sendamail to list serveremailaddress
usingthecommand:

which

The mailing list managerwill sendback an email containingthe mailing lists
availableon thisserver.

Mostusefulemailcommandsarelistedbelow.
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Command Usage Description

info info <list> Retrievestheinfo for thelist
faq faq<list> RetrievestheFAQ for thelist.
which which Show lists to whichyouaresubscribed
who who<list> Displaymembershipfor a list
help help Senduserthehelp�le
lists lists Sendlist of availablemailing lists
commands commands Sendlist of availablecommands
�ags �a gs Sendlist of available�ags
stats stats<list> Displaycurrentaccountstatistics
predigest predigest<list> Retrievesthecurrentdigestissue
vacation vacation<list> <duration> Setuseronvacationfor <duration>
subscribe subscribe<list> Subscribeto a list
unsubscribe unsubscribe<list> Unsubscribefrom a list
set set<list> <�a g> Setsauser�ag
unset unset<list> <�a g> Unsetsa user�ag

9 Secure UserManager

UsingtheSecure UserManager, local userscanlog in andmanagetheir list set-
tings. Administratorsandmoderatorscanperformlist administrative tasksfrom
this section.

To accessSecureUserManager, usethefollowing URL in yourwebbrowser.

https://myserver.com: 1022

Replacemyserver.comwith your hostname.Log in usinga local usernameand
password.

FromtheSecureUserManager, click Mail ListsundertheEmailSettingssection
to accessthis mailing list administrativemodule.
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9.1 Logging In

You needto provide your email addressto authenticateto themailing list main-
tenancemodule. If you are logging in for the �rst time, or you don't have a
password, leave thepassword �eld empty. A password will beautomaticallycre-
atedandmailedto theemailaddressyou provided.You canusethatpassword to
log into themodule.Onceyou have loggedin, you maychangethepassword.

9.2 View the Mailing Lists

Onceyou have loggedin, you canseea list of themailing lists availableon this
machine.Apart from thelist name,thesubscriptiontypeandthenumberof mem-
berssubscribedto thelistsareshown. If thesubscriptiontypeis open, or con�rm,
you cansubscribeto the list immediately. If thesubscriptionis closed, you will
needto getapproval from thelist administratorsto subscribeto thelist.
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9.3 Subscribing to a Mailing List.

Mailing listsyouarenotamemberof, arelistedundertheAvailableListssection.
Click on thenameof the list you want to subscribeto. The WebTool will show
more information aboutthis list. The memberlist will be displayedif the list
con�gurationallowsit. To subscribeto thelist, click on theSubscribeto ThisList
buttonon thebottomright of thescreen.If thelist subscriptionis not closed, you
will be immediatelysubscribedto the list. If the list subscriptionis closed, your
subscriptionrequestwill be forwardedto the list administratorsfor approval. In
this case,you will besubscribedto thelist only afteryou areapprovedby oneof
thelist administrators.

9.4 Editing List Settings

Onceyou have subscribedto a list, the list namewill be displayedunder the
SubscribedListssection.Click on a list nameto con�gure it. TheWebTool will
show moreinformationaboutthelist andyoursubscription.Thememberlist will
bedisplayedif thelist con�gurationallow it.
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9.4.1 PersonalSettings

Youmaychangeyourpersonalsettingsin thepersonalsettingssection.

Theavailablepersonalsettingsarethefollowing:

Get My Own Posts If this optionis set,theuserwill receivehis own posts.

ReceiveDigests If this optionis set,theuserwill receivedigestsinsteadof indi-
vidualmail.

Vacation If this option is set, the userwill not receive any postsfrom the list.
However theuserwill beallowedto postto themailing list.

9.4.2 SubscribedMembers

A list of subscribedmemberswill bedisplayedif theloggedin useris anadmin,
or if ordinaryusersareallowed to view memberlist. The pageshows a list of
membersandtheir membershiptypes. If you arean administrator, you canedit
all usersexceptotheradministratorsby clicking on thename.If you area super
administrator, you canedit settingsof all members.If youarenotanadministra-
tor, you will notbeableto edit othermember'ssettings.
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Removing a User A membercanbe unsubscribedby clicking on theemail ad-
dressandclicking onDeleteUser link on thebottomright of thepage.

Adding a User If you arean administrator, you canaddnew usersby clicking
AddNew Useron thebottomright of thescreen.You will needto provide
theemailaddressof thenew member.

9.4.3 Subscription Requests

If thelist subscriptionis closed,new memberswill needto beapprovedby admin-
istrators.Whenausertriesto subscribe,anemailwill besentto all administrators,
with instructionsaboutapproving thesubscriptionrequest.If youareloggedin as
alist administrator, youcanview subscriptionrequestsandapproveor rejectthem
in this section.

Youmayview thesubscriptionrequestsby clicking PendingRequestson thebot-
tomright on thescreen.Youcanaccessthissectiononly if youareanadministra-
tor, sinceonly administratorscanapprovesubscriptionrequests.

All requestsfor subscriptionsto this mailing list will be listed underthe header
SubscriptionRequestson this page. To approve a user, checkthe box next to
the email addressandclick on the Subscribebutton on the bottomright sideof
thescreen.Now theuserwill besubscribedto themailing list. You canrejecta
subscriptionrequestusingtheRejectbutton.
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9.4.4 Moderating Posts

Whena messageis submittedto a moderatedmailing list, that messagewill be
sentto all moderators in the list. UsingthePendingRequestslink on thebottom
right sideof thescreen,youcanview themailspostedto amoderatedmailing list
but not yetapprovedor rejected.

TheWebTool will displaythependingpostsundertheheaderPostsTo BeMod-
erated. To approve or rejecta post,click on the correspondinglink. A pop-up
window will appear, which shows thecontentsof thepost,includingall headers.
You may approve or reject this postusing the control buttonson the top of the
pop-upwindow. Rememberthatonly thoseuserswho aremoderatorscanaccess
this section.

10 Troubleshooting

This sectionoutlinesstepshelpful in debuggingpossibleproblemsyou may en-
counterwhile con�guring theSecureList Port.

� Can't Set the List Server Email Address The List ServerEmail Ad-
dressis theaddressof theSecureList Port. This emailaddressshouldexist
on the server. So you needto usea virtual domainde�ned on this sys-
temasthedomainpart of the List ServerEmail Address. For example,if
corp.guardiandigital.comis a virtual domainexisting on this server, you
canuselist-manager@corp.guardiandigital.comas the List ServerEmail
Address. If thereareno virtual domainsde�ned on this server, you must
createone. Referto Secure Mail SuiteUserGuidesection6.3.2(page38)
for informationaboutcreatinga virtual domain.

� Can't Start SecureList Port UI SecureList Port UI needsa virtual host
to run. Selectavirtual hostfrom thedropdown menuin theGlobalSettings
page,andclick UpdateSettings. If therearenovirtual hostsde�ned on this
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server, youshouldcreateonefrom theVirtual Hostsectionaccessiblefrom
the main index page. Refer to Engarde User Manual section4.3.1(page
56) for informationaboutcreatingvirtual hosts.

� Can't Subscribeto a List Thr ough Email To subscribeto a list called
testlist, existing on the virtual domaincorp.guardiandigital.com,senda
mail to testlist-request@corp.guardiandigital.comwith thesubjectsubscribe.
You mustgeta reply from theSecure List Port. If thereis no reply, check
if the mail systemis running, using the SMSControl Panel. If you are
sendingthesubscriptionrequestfrom a secondmachine,make surethat it
reachestheserver. ProperDNS entrieswith anMX recordshouldexist for
this virtual domain.(Referto EngardeUserManualsection4.4.5for more
informationaboutcon�guring DNS) Also, make surethat you don't have
any body/headerchecksor accesscontrolsettingsthatmaypreventthismail
from beingdelivered.Makesurethatthevirtual domainstill exists.Youcan
checkthelogsto seeif SecureList Port actuallyreceivedyoursubscription
request.Rememberto setthelogginglevel to Medium, beforeviewing logs.
If yougeta reply from SecureList Port, thereasonyoucan't besubscribed
will beexplainedin it.

� CC Lists and Union Lists Doesn't Work Make surethat the lists are
separatedby comma,if therearemultiple entriesin these�elds. Enteronly
thosemailing lists de�ned on thisserver.

� UsersCant Post to the List First, make surethat theuseris postingto
the correctemail address.For a list namedtestlist, createdin the virtual
domaincorp.guardiandigital.com, theemailaddressto beusedfor posting
is testlist@corp.guardiandigital.com. If youaresendingmail from adistant
server, make surethatthepostreachestheserver. ProperDNS entrieswith
anMX recordshouldbe createdin theDNS server for thevirtual domain
usedby this mailing list. (Referto EngardeUserManualsection4.4.5for
moreinformationaboutcon�guring DNS).Checkif this is amoderatedlist.
If so,all postswill besentto list moderators.Makesurethatthereis at least
onemoderatorin the list. Also, checkif theuseris allowedto post,in the
User Maintenancesection.Checkif a Post Password is setfor the list, in
theSecuritysection.If thereis a PostPassword, removeit andtry again.

� No Virtual Hosts are Available in the Ar chives Section All virtual
hostsexisting on this systemwill be listed in theLocal Virtual Host �eld.
To createa virtual host,refer to EngardeUserManualsection4.3.1(page
56). Youcan't view mail archivesunlessa virtual hostis created.
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� I have Created a Virtual Host, but I Still Can't View the Ar chives
Make surethatyou have createdproperentriesin your DNS server for re-
solvingthevirtual hostto theserverhostingthemail lists. Referto Engarde
UserManualsection4.4.5(page92) for informationaboutsettingupDNS
entries.

� I haveSpeci�ed a Maximum Ageof Archivesto Retain,but Old Ar chives
are not Deleted. Be sureto setDeleteOld Archivesoption to Yes. Old
archiveswill be removed only if this option is set to Yes and a value is
enteredin the�eld MaximumAgeof archivesto retain.

� List Owner Doesnot ReceiveReports Goto theLoggingandReporting
section,andsetSendDaily Reportsto theOwner?optionto Yes.
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