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Sectionl1.0

1 Intr oduction

Welcometo the Guardian Digital Secue List Port!

Built onthefoundationof EnGardev1.5,andfully integratedto Guardian Digital
Secue Mail Suite Secue List Port allows you to createand managemultiple
mailing lists effortlessly

Thismanuabill outlineexactly how to theinstall Secue List Port andhow mail-
ing lists arecreatecandcon gured.
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Chapter2 ContactingGuardiarDigital

2 Contacting Guardian Digital

GuardiarDigital welcomesyourinputandfeedback.Youmaydirectall questions,
commandsor requestxoncerninghe softwareyou purchasedyour registration
status,or similar issuesto the GuardianDigital CustomerServicedepartmentt

thefollowing address:

GuardiarDigital CustomeiService

165ChestnutStreet

Allendale,New Jersg 07401

United States

Phone: +1-201-934-9230

E-Mail: customesservice@guardiandigital.com
World Wide Web: http://www.guardiandigital.com

Online Store: http://store.guardiandigital.com

Thedepartmenshoursof operatiorare9:00AM to 5:00PM EasterrTime, Mon-
daythroughFriday.
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Section3.0

3 TechnicalSupport

GuardianDigital providescomprehensie supportfor your enterprise.Guardian
Digital canhelp bridgethe gapbetweenthe fast-pacedatureof the Internet,se-
curity, andthe latestopensourcetechnologiesavailablein EnGarde. Guardian
Digital can provide you with the information necessaryo develop unique cus-
tomizationsof EnGardeproductsto achieve the fastestime to market with the
mostcost-efective solutions.

GuardianDigital encouragegou to visit uson the Web for the answerdo mary
commonlyasled questionsaandsystemdocumentationContactGuardianDigital
TechnicalSupportbetweerthe hoursof 9:00AM and6:00PM Easterrtime.

To provide the answersyou needquickly and ef ciently, the GuardianDigital
TechnicalSupportstaf needssomeinformation aboutyour computerand soft-
ware.Pleaséncludethisinformationin your correspondence:
Programnameandversionnumber
Productregistrationnumber

Any additionalhardwareor peripheralonnectedo your computer

How to reproduceyour problem:whenit occurswhetheryoucanreproduce
it regularly, andunderwhatconditions

Informationneededo contactyou by voice,fax, or e-mail
Stepsyou have takenthusfarto try to resole the problem

Any additionalsoftwareinstalled
Pleasecontactususingoneof thefollowing methods:

Phone: +1-201-934-9230
E-Mail: support@guardiandigital.com
World Wide Web:  http://www.guardiandigital.com

To avoid delayin processingyour request,be sureto include your registration
numberin the subjectof thee-mail.
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4 Installing Guardian Digital Secuee List Port

Secue List Port is installedalongwith the Guardian Digital Secue Mail Suite
TheSecueMail Suiteisinstalledviathe GuardiarDigital SecureNetwork (GDSN).
To install Secue Mail Suite insertthe CD-ROM disk thatwasincludedwith the
Secue Mail Suitepurchasénto the CD-ROM drive of the EnGardesener you
will beinstallingthe Secue Mail Suiteon.

Selectinglnstall from Local Media in the GDSN will performthe installation.
Instructionson how to usethe GDSN canbe foundin Section5 on pagel66 of
EnGardeSecureProfessionalJser Manual. Additionally the Install from Local
Mediaportion canbe locatedon pagel68underSections.1.2Install from Local
Media

4.1 Accessinghe Installed Secue List Port

Oncethe GDSN nishes installing all of the Secue Mail SuitepackagesSecue
Mail Suitewill beaccessiblérom the WebTool from the sectionSystenManage-
ment. The Secue List Port is accessiblérom the Geneal Con guration section
of the Secue Mail Suite
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5 BasicCon guration

Secue List Port is accesseffom Secue Mail Suite Click Secue List Port in the
Geneal Con guration sectionof the Secue Mail Suite Beforeyou cancreate
mailing lists, you mustsetup basiccon guration to make surethat Secue List
Port cansendandreceve mail andis accessiblérom theInternet.This is donein
the Global Settingssection.

List Sewer E-Mail Address Thisis the e-mailaddresf the mailing list man-
agemensoftware. All list commandsincluding subscribe/unsubscrilye-
guestsshouldbesentto thisaddressThedomainpartof thisemailaddress
shouldbeavirtual domainde ned onthesystem Eg: list-mgr@corp.guar
diandigital.com.Youneedto de ne aList ServerEmail Addressbeforeyou
canuseSecue List Port.

In the abore example, corp.guadiandigital.comshouldbe a virtual domainal-
readycreatecbn this machine.A virtual domaincanbe createdusingthe Virtual
Domainssectionof SecureMail Suite.Youcan nd instructionsfor creatingvir-
tual domainsin Guardian Digital Secue Mail Suitemanual,section6.3.2. The
addresdist-mgr will be createdn the virtual domaincorp.guadiandigital.com
You shouldnot deleteit manually
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Chapteré BasicCon guration

In the example setup,an email to list-mgr@corp.guadiandigital.comwith the
subject’ subscribeestlist shouldsubscribehe sendetto the mailing list named
testlistif it exists.

List Sewver Admin E-Mail This is the email addressof the list administrator
This shouldbe a real email addresspelongingto the personwho would
managehe mailing lists createdon this machine.

Full Nameof the List Manager Thefriendly nameto appeatn emailsentfrom
the Secue List Port. Eg: "Securelist Port".

DigestProcessingnterval How oftento sendoutdigestsjf digestsareenabled.

Logging Level You canspecifythelog level here.Logs canbe viewedby click-
ing on the View Logs link. You will get morelog message# a higher
log level. This option controlsgenerallog messagesnly. Verbosity of
log messageselatedto a particularmailing list canbe con gured in the
con gurationsectionof thatparticularmailing list.

Global Blacklist Thisis ablacklistof usersbannedrom subscribingo mailing
lists existing on this sener. Enteronepatternperline. If theemailaddress
of thesendercontainsary of thepatternsde ned here hewill beprohibited
from subscribingo ary list. Eg: The entry @spamcentl.comwill block
all emailwith domainspamcentl.com liketom@spamcenrdét.com To re-
strictoneuser enterthefull usernamef theuser (eg: user@spamdomain-

.com.

Secue List Port Ul Secue List Port providesawebinterfacecalledSecue List
Port UserInterface wherethe userscanlog in andmanageheir subscrip-
tion. Userscanseevariousmailinglists availableandsubscribe/unsubscribe
to alist, throughthisinterface.To enablethewebinterface you mustselect
avirtual host All virtual hostsde ned on this sener will be availablein
the drop down menu. You will needto createat-leastone virtual hostin
the Virtual Hostssectionaccessibldrom the mainindex page,beforeyou
canusethis feature.Selecta virtual hostandclick on UpdateSettings The
WebTool will provide youwith thelink to thewebinterface.lf youwantto
disablethewebinterface,selectNo Virtual Host.

Click UpdateSettinggo save thesettings.
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6 CreatingMailing Lists

This sectionoutlinesthe procedurdor creatinga mailing list. Remembethatyou
shouldhave completedhe BasicCon guration beforeattemptingthis.

To createamailinglist, click onthe[CreateA Mailing List] link onthe bottomof

thepage.A pop-upwindow will appearYou needto provide anamefor thelist, a

virtual domain andthe emailaddres®f thelist owner Thelist nameshouldnot

containcertainspecialcharactersr whitespaceSelecta virtual domainfrom the
list of existing virtual domainson this machine.The mailing list will be created
in the selectedsirtual domain If thereareno virtual domainsyou needto create
onein the Virtual Domainssectionof Secue Mail Suite Referto section6.3.20f

Guadian Digital Secue Mail Suitemanualfor moreinformationaboutcreating
virtual domains

The email addresf the list will be <listname>@<virtual domainname>and
all poststo this list shouldbe sentto this address.For example,if the list name
is engade-uses andthedomainnameis guardiandigital.comthenthenemailad-
dresdor postingmessaget® thethelist will beengade-uses@guadiandigital.c-
om SecueList Port will automaticallycreatehenecessargliasesandvirtual do-
main addressesPleasdake carenot to remove thosealiasesandvirtual domain
addressemanually Theemailaddres®of thelist owneris the addres®of the per
sonwho ownsandmonitorsthelist. List ownerwill automaticallybe subscribed
to the mailing list asan administrator Onceyou have provided all necessaryn-
formation,click CreateList to createthelist.
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Chapter7 Con guring the Mailing List

In the example above, we createthe list engade-uses in the virtual domain
corp.guadiandigital.com Theemailaddres®f thislist will beengade-uses@c-
orp.guadiandigital.com In otherwords,all poststo thelist shouldbe sentto the
email addresengade-uses@corp.guadiandigital.com. The list ownerwill be
jerrin@guardiandigital.com.

7 Con guring the Mailing List

This sectiondescribeshow to perform detailedcon guration of a mailing list.
Informationaboutmaintainingthe mailing list, addingandremaoving users,dis-
playing list archives, settingvarioustypesof permissionsare explainedin the
following pages.

All mailing lists existing on this systemwill be listed on the bottomof the main
page. To con gure a particularmailing list, click on the nameof the mailing
list. A pop-upwindow will appearpresentinganindex to variouspartsof thelist
con guration.
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Deletingthelist Section7.1

Thefollowing arethedifferentsectiondor con guring amailing list.

7.1 Deletingthe list

To deletethelist, click DeleteThisList in the popupwindow.

All archivesfrom thislist will bezippedandplacedin thedirectory
/home/ecartis/athives/savedYou may downloadthis archive le now usingthe
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Chapter7 Con guring the Mailing List

DownloadList Archivesbutton You canobtainthis le later from the location
/home/ecartis/ahives/saved/<list-name>-ahivetar.gz.

You will beasledto con rm your decision. To deletethe list permanentlyfrom
the systemclick DeleteThisList in the popupwindow. Whenyou deletea list,
thelist archiveswill nolongerbe availablefrom thewebinterface.

7.2 General Settings

Click onthe Genenl Settingdink on the pop-upwindow to accesghis section.
This sectionis for performingbasiccon guration of the list. You may edit the
following parametersere.

Mail List Name. Youmaychangehenameof thelist here.Click thelink [Cha-
nge], shavn next to the nameof thelist, to changethe nameof the mailing
list. Enterthenew namein theoptionNew Nameandclick Change Name
Remembethatchanginghe namewill notchangehenameof the mailing
list appearingn old list archives.Whenyou changehe nameof thelist, all
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GeneralSettings Section7.2

existing mail aliasesandvirtual domainaddressesreatedfor this list will
berewritten by the Secue List Port.

Domain Name You canchangehedomainnameof thelist. Selecta new virtual
domainfrom the dropdown menu. You will needto have createda virtual
domainusingthe Secue Mail Suitebeforebeingableto useit here.

Moderated Youmayselectwhethetthelist is moderatear not. If thelistis mod-
eratedall emailssentto thelist will needto beapprovedby list moderators
beforethey aresentto all membersn the mailing list.

List Owner You canchangeheemailaddres®of thelist ownerhere.

CC List A commaseparatetist of local mailing lists which receve copiesof all
postsmadeto this list.

Union List Thisis acommaseparatedist of local mailing lists, whosemembers
canpostto thislist evenif thislist is is closed.

SubjectTag Thisis the optionaltagto beincludedin the subjectlines of posts
sentto thelist. Eg: [Engarde Users].

Maximum SizeOf Mail Postswvhicharelargerthanthis numberin byteswill be
moderated.

Subscription Type SubscriptiortypecanbeOpen,Closedor Requie Con rma-
tion. If thelist is Open arybodycansubscribeo thelist, without approval
from the list administrators.If thelist is Closed new memberswill need
to be appravedby the list administratordeforethey are subscribedo the
list. If thelist subscriptiorrequirescon rmation, nev membergequesting
subscriptiorwill beaskedto con rm their subscriptiorrequesin asecond
email,sothattheiremailaddressesanbe veri ed.

Unsubscription Type UnsubscriptioTypecanbeOpen,Closedor Requie Con-
rmation. Theseoptionsaresimilarto the subscriptiortype.
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Chapter7 Con guring the Mailing List

Administri via If administrvia is setto Yes subscription/unsubscripticattempt
noti cations will besentto list administratorslf setto no, thenoti cations
will notbesentto the administrators.

Attachment Handling You canprohibitattachment poststo this mailing list.
If youselectYes attachmentwiill bestrippedfrom poststo thislist, accord-
ing to the criteriade ned below.

Remave All Attachments Strip all attachmentfrom poststo this list

Remave All Attachments Except TEXT/PLAIN  Strip all attachments
exceptplain text attachments.The text attachmentsvill be addedto the
bodyof messageandall othertypesof attachmentsvill beremoved.

Remave All Attachments Except TEXT/PLAIN and HTML  Strip all
attachmentexceptplain text andHTML attachmentsHTML attachments
will be corvertedto text andwill be appendedo the messagéody. All
othertypesof attachmentsvill bestripped.

By default,whenanattachmenis stripped.a smallnoti cation is appendedo the
messag®odyinforming the recipientthattherewereattachmentsvith this mail.
If you opt to remove attachmentsilently, the noti cation will not be addedto
postswhenattachmentarestrippedfrom them.

Click UpdateSettinggo save the con guration.

7.3 Templates

Hereyou may edit variousmessageéemplatedfor this mailing list. This is mail
sentto userson specialoccasions.
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Templates Section7.3

Black List Text This is the messagesentto blacklisteduserswhenthey try to
postto this mailing list.

ClosedText Thisis themessagsentto userswhenthey poston aclosedlist.
DigestFooter Thefooterto beappendedo digestmailsfrom this mailing list.
DigestHeader Theheadeto be prependedo digestmailsfrom this mailing list.
MessageFooter Thefooterto beappendedo every postin themailing list.
MessageHeader The headeto beprependedo every postin themailinglist.

Goodbye Text Thisis the messagsentto userswhenthey unsubscribérom the
list. You canalsoprovide the subjectof themessagéere.
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Chapter7 Con guring the Mailing List

Description Generalinformation aboutthe mailing list. Userswill be ableto
view thisinformation.

Moderator WelcomeText Messagesentto new moderatorsMay containinfor-
mationabouthow to moderatahelist.

No Post Text Messagesentto list memberswvho are not allowed to post,when
they try to postto themailing list.

WelcomeText A messagsentto new membergo thelist whenthey subscribe.
You canalsoprovide the subjectof themessagéere.

7.4 Security

This sectioncontainsthe list settingsrelatedto security This sectionhasthe
following options.
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Security Section7.5

Black List Mask Allowsyouto specifypatterndor blacklistingusersonthelist.
Enteronepatternperline. If ary of thepatternsnatchapartof theemailad-
dressof auser thatuserwill notbeallowedto subscribeor postto themail-
ing list. For example,a pattern@spammes.omg will block all postsfrom
arny emailaddressvith domainspammes.og (eg: tom@spammetor). To
restrictoneuser enterthefull usernamef theuser (eg: user@spamdomai-
n.con).

Mail From Non-members Here you can specify what happensto postsfrom

email addressethat are not subscribedo thelist. The following options
areavailable:

Accept Themail will beacceptecdndsentto all list members.

SendTo Moderator  Sendthe postto a moderator The mail will be sent
to list memberonly if amoderatoapprovesit.

Discard Rejectthemail.

PostPassword You mayspecifyanoptionalpassverd for postingto thelist. If a
postpasswerdis set,thenonly thosememberavho know the passwerd can
postto themailinglist. All poststo thelist withoutthefollowing line in the
messag®odyor headewill berejected:

X-Posting-Riss:<postpassverd>
To disablethis authenticatiomequirementleave this eld empty

Who is allowedto view memberlist? Youcanselectwhowill beallowedto see
alist of membersn themailing list. Thefollowing optionsareavailable:

CurrentMembersOnly Only subscribediserscanseethelist of members.

The Administrator Only  Only the list administratorcan seethe list of
membersThisis therecommendedption.

Anybody Anybodycanview thelist of mailing list membersThis options
is dangerousinceit allows spammergo hanestemailaddressefrom the
list, andshouldbe avoidedif possible.
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7.5 Bounces

In this sectionyou maysetcertainactionsto betakenonusersvhobounceemails
backto the list. You can specify the maximumnumberof fatal and non-fatal
bouncesllowedfor a userwithin aparticulartime interval. If eitherfatalor non-
fatal bouncelimit is exceededwithin the time interval for a particularuser the
particularactionwill be taken for thatuser You may selectto Take no action,
Unsubscribehe user, or Putthe useron vacation If the useris seton vacation,
no morepostsfrom thelist will be sentto thatusereventhoughhewill still bea
memberof thelist andcanpostto thelist.

Maximum Fatal Bounces Maximumnumberof fatalbouncesllowedfor auser
in the time interval speci ed below. If this limit is exceededthe userac-
countwill besubjectedo the Actionasde ned below

Maximum Non-Fatal Bounces Maximumnumberof non-fatalbouncesllowed
for auserin thetime interval speci ed below. If thislimit is exceeded the
useraccounwill be subjectedo the Actionasde ned below.

Time Interval In Days The time interval in days,for the optionsabove. If the
numberof fatal or non-fatalbouncesccurredin this time interval exceed
theirlimits, thefollowing Actionwill be executedfor the member

What to do whenbouncelimits exceed What Action to take whenthe bounce
limits exceedsaccordingto the criteriasetby thethreeoptionsabove. The
actioncanbeary of thefollowing:

No Action Take no action.
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DigestSettings Section7.6

UnsubscribeUser Unsubscribéhe userfrom this mailing list.

Put the Useron Vacation Putthe useron vacation.No morepostsfrom
thelist will besentto theuser Theuserwill still beamemberandcanpost
to themailing list.

Click Update Settingsto sare settingsand returnto the list con guration index
page.

7.6 DigestSettings

In this section you canedit varioussettingsrelatedto digests.

Ar e digestsallowed? You mayenableor disabledigestsfor thelist here.If dis-
abled,emaildigestswill notbesentto ary users.

"To:" addressin the digest You canspecifythe email addresgo appearin the
To: headeof mailsfrom thedigest.

"Fr om:" addressin the digest You can specifythe email addresgo appearn
the From: headeof mailsfrom thedigest.

Include a Table of Contentsin digest? Youmaydisableor enableTableof Con-
tentsin the digestmessageTable of Contentsareenabledby default.
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Maximum ageof email digestbeforeit is sent Maximum age of digestbefore
it is sentautomatically A digestwill be sentimmediatelyif it is olderthan
this value. You may usethe sufx "h" to denotetime in hours,"m" for

minutesand"d" for days.
Eg: 2 d meangwo days.12 h meangwelve hours.

Maximum sizeof digestbeforeit is sent. If thedigestexceedghis sizelimit, in
bytes,it will besentimmediately

7.7 Archives

This sectionis relatedto the managemendf archive mails from the mailing list.
You cansetup alocal websenerto view the archivesfrom the mailing list. This
sectioncontainghefollowing options.

KeepAr chives This optionallows youto setwhetheror notnew postsareadded
to archives.If Nois selectednew postsin thelist will notbe placedin the

archwves.

DeleteOld Archives? If Yes archiveswhichareolderthanaspeci ed Maximum
Age areremoved automatically The MaximumAge canbe setin the next
option. If No, no partof thearchive will beexpiredor removed. This option
will take effectonly if you specifya MaximumAge of Archivesto Retain
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ExpirationSettings Section7.8

Maximum Age of Ar chivesto Retain You may specifythe maximumageof
archivesin months. Archivesare checled oncein a month,and archies
olderthanthis limit areremoved. This limit is enforcedonly if you have
selectedvesin the DeleteOld Archives?optionabove.

Virtual Hostfor Displaying Ar chives A virtual hostis necessaryo displaythe
mailing list archivesthrougha web sener. To enableaccessingarchives
throughthe web sener, selecta Local Virtual Hog, andclick UpdateSet-
tings You will needto createat leastonevirtual hostbeforeyou canuse
this section. irtual hostscanbe createdn the Virtual Host Management
moduleaccessiblérom the mainindex pagein the WebTool. After setting
upthelocalwebsenerfor displayingthearchives,you canselecthow often
to updatethe webinterfacefor thearchives.

How Ofter to Update the Ar chives This optionwill be availableonly afteryou
have selectedh virtual hostandsetup thewebserer. You mayspecifyhow
oftentheweb pageshouldbe updatedo re ect changesn thearchies.

Toremoveavirtual host,youmayusethe Clear Virtual Hostbuttononthebottom
right of the screen.

7.8 Expiration Settings

Here you may edit time limits for expiring administratve and usercommands.
Time limits canbe speci ed in minutes,hoursor days. Use the subscript'm"
for minutes,"h" for hoursand"d" for days. For example,"5 d" means ve days
and"24 h" meanstwenty four hours. Put a spacebetweenthe numberandthe
subscript.
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7.9 Logging And Reporting

This sectionis for editingoptionsrelatedto logsandreports.Secue List Port will

createa reportnightly for every list and sendit to the list owner. The existing
reportscanbe viewedfrom this page.Thefollowing optionsareavailablein this
section.

Log Level You may specifythe verbosityof logs generatedor this mailing list.
This option is for log messageselatedto this mailing list only. This is
differentfrom the logginglevel in the global settingspage, which controls
generalog messagesommonto all lists.

SendDaily Reportsto Owner? If Yesa daily summaryreportof thelist traf c
will besentto thelist owner

Number of Reportsto Keep Numberof daily reportsto be kept. Olderreports
will beremoved.

SendErr or Messagedo the Owner? If Yeserrormessagegom thelist will be
sentto thelist owner.
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LoggingAnd Reporting Section7.9
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7.9.1 Reports

The mailing list managemgenerateslaily reportsdaily including a summaryof
list traf c. Thisreportwill be sentto list ownerif you setthe option SendDaily
Reportso theOwner?to Yes All reportsarearchived. You canview pastreports
in this section.To view thereportof a page click onthe ReportDate.

7.10 UserMaintenance

In this sectionyou canedit default usersettingsandmanageusers.You may sub-
scribe/unsubscribesersor edit their settingshere. This sectionhasthe following
parts.

7.10.1 Default User Settings

You may edit the default usersettingsby clicking on the Default User Settings
button. Onthis page you may edit the default settingsthatwill beappliedto new
usersvhenthey subscribeTo seeanexplanationof the settingsavailablefor each
user seesection7.9.3.
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UserMaintenance Section7.10

7.10.2 Adding aUser.

Click Add New Userto adda user You will needto supplythe emailaddresof
the new user alongwith the his personalkettings. By default, the personaket-
tingswill besetto thedefault usersettingsde ned in section7.10.1.For detailed
explanationof variousavailable personalkettings,refer to section7.10.3. Click
CreateUserto addtheuserto the mailing list.

7.10.3 UserList

This pageshaws a list of memberssubscribedalongwith a brief descriptionof
eachuser To unsubscrib@r edit the settingsof a userclick onthecorresponding
emailaddress.

Availableusersettingsarelisted below.

BannedFrom Posting? Disallow this userfrom postingmessageto thelist

Doesthe User Receve Copiesof his own Posts? If selectedthen postsfrom a
userwill besentto himself.

Moderate the user? If you selectNo Selectionthe userwill be moderatednly
if it isamoderatednailinglist. If you selectAlwaysmodeatethisuser, the
userwill bemoderatedvenif thelist is not moderatedIf Never modeate
this useris selectedthe userwill never be moderatedevenif the list is
moderated.
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DigestSettings Whetherto senddigestso theuserinsteadof individual mails. If
thisoptionis set,all poststo thelist will be putin asingleemailandmailed
totheuser

Is the user protectedfr om bounces? If auseris protectedrom bounceshewill
not be unsubscribedr seton vacationevenif bouncesrom him exceeds
limits. The settingson the BounceSectionwill not have ary effect on this
user

Is the usera moderator? Moderatorsare specialuserswho canapprose or re-
ject postsfrom ordinaryusersin a moderatedist. They cannotaddor re-
move usersor edit otheruserssettings.

Is the useran administrator? Administratorsarepowerful specialusersvhocan
add/remee list membersandedit settingsof othermembers.However, a
simpleadministratoicannotmake anothememberanadministratoior edit
settingsof otheradministrators.

Is the user a superadministrator? Superadministratorarespeciatypesof ad-
ministratorswho can make other membersadministrators. Only supef
administratorganedit settingsof otheradministrators.

Sendthis userreports? If set,theuserwill receve a daily reportaboutbounce
processingTheuserneedgo beanadministratoibeforethis optionis set.

Sendthis usererror messages?f set,this userwill geterror messagegener
atedfrom this list. Theuserneedgo be anadministratobeforethis option
is set.
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Section8.1

8 Using Secue List Port

Youcansubscribe/unsubscrilte mailing listsde ned onthesenerthroughemail
commandsTo passacommando the Secue List Port, sendanemailto the List
ServerEmail Addresswith the commandsn the messagsubjector the message
body If acommands foundin thesubjectthebodywill notbechecledfor more
commands.

8.1 Subscribingto a List

To subscribeo alist, senda mail to thelist serveremailaddress with the subject
assubscribe<listhame>, or senda mail to <listhame>-request@<listdomain>
with the subjectassubscribe

For example,to subscribeto a list namedengade-uses, which hasthe domain
guardiandigital.com sendan emailto thelist serveremail addresswith the fol-
lowing line in the subject,or in thebodyif subjectis empty:

subscribeengade-uses
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Or, senda mail to engade-uses-request@guatiandigitd.com with the subject
assubscribe

8.2 Unsubscribing from a List

To unsubscribdrom a list, senda mail to the list serveremail address with the
subjectasunsubscrib&listname>, or sendamail to <listhame>-request@<listd-
omain>with the subjectasunsubscribe

For example,to unsubscribdrom a list namedengade-uses, which hasthe do-
mainguardiandigital.com sendanemailto thelist serveremailaddresswith the
following line in the subject,or in thebodyif subjectis empty:

unsubscribeengade-uses

Or, senda mail to engade-uses-request@guatiandigitd.com with the subject
asunsubscribe

8.3 Other Commands

To executea commandyou mustsenda mail to thelist serveremailaddresswith
thecommandn the messagsubjector body. Messageéodywill be checledfor
command®nly if themessagsubjectis empty Resultsof thecommandswill be
mailedbackto you.

To seealist of availablelistsin thesener, sendamail to list serneremailaddress
usingthecommand:
which

The mailing list managemwill sendback an email containingthe mailing lists
availableonthis sener.

Most usefulemailcommandsrelisted below.
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Command Usage

info info <list>

faq faq<list>
which which

who who<list>

help help

lists lists
commands commands
ags ags

stats stats<list>
predigest predigest<list>
vacation vacation<list> <duration>
subscribe  subscribe<list>

unsubscribe

set

unset

unsubscribeclist>
set<list> <a g>
unseklist> <a g>

9 Secure UserManager

Description

Retrievestheinfo for thelist
Retrievesthe FAQ for thelist.

Shaw lists to which you aresubscribe
Displaymembershigor alist
Senduserthehelp le

Sendlist of availablemailing lists
Sendlist of availablecommands
Sendlist of available ags

Display currentaccountstatistics
Retrievesthe currentdigestissue
Setuseron vacationfor <duration>
Subscribdo alist
Unsubscribdrom alist

Setsauser ag

Unsetsauser ag

Usingthe Secue User Manager, local userscanlog in andmanageheir list set-
tings. Administratorsand moderatorsanperformlist administratve tasksfrom
this section.

To accessSecue UserManager, usethefollowing URL in yourwebbrowser

https://myserver.com: 1022

Replacemyservecomwith your hostname.Log in usinga local usernameand
passverd.

Fromthe Secue UserManager, click Mail Listsunderthe Email Settingssection
to accesghis mailing list administratve module.

UserGuide
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9.1 LoggingIn

You needto provide your email addresdo authenticateo the mailing list main-
tenancemodule. If you arelogging in for the rst time, or you don't have a
passwerd, leave the passvord eld empty A passvord will beautomaticallycre-
atedandmailedto the emailaddresgou provided. You canusethat passverd to
log into themodule.Onceyou have loggedin, you may changethe passverd.

9.2 Viewthe Mailing Lists

Onceyou have loggedin, you canseeal list of the mailing lists availableon this
machine Apartfrom thelist name the subscriptiortype andthe numberof mem-
berssubscribedo thelistsareshavn. If the subscriptiortypeis open or con rm,
you cansubscribeo the list immediately If the subscriptionis closed you will
needto getapproval from thelist administratorgdo subscribeo thelist.
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9.3 Subscribingto a Mailing List.

Mailing lists you arenotamemberof, arelistedunderthe Available Listssection.
Click on the nameof thelist you wantto subscribeo. The WebTool will shav
more information aboutthis list. The memberlist will be displayedif the list
con gurationallowsit. To subscribdo thelist, click onthe Subscribeo ThisList
buttonon the bottomright of the screenlf thelist subscriptioris not closed you
will beimmediatelysubscribedo thelist. If thelist subscriptionis closed your
subscriptiorrequestwill be forwardedto the list administratordor approval. In
this caseyou will besubscribedo thelist only afteryou areapproredby oneof
thelist administrators.

9.4 Editing List Settings

Onceyou have subscribedo a list, the list namewill be displayedunderthe
Subscribed.ists section.Click on alist nameto con gure it. The WebTool will

shav moreinformationaboutthelist andyour subscription.The membetist will

bedisplayedf thelist con gurationallow it.
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9.4.1 PersonalSettings

You maychangeyour personabettingsin the personabettingssection.

Theavailablepersonakettingsarethefollowing:

Get My Own Posts If this optionis set,theuserwill receve his own posts.

Receie Digests If this optionis set,theuserwill receve digestsinsteadof indi-
vidual mail.

Vacation If this optionis set,the userwill not receve ary postsfrom the list.
Howevertheuserwill beallowedto postto themailing list.

9.4.2 SubscribedMembers

A list of subscribednemberswill bedisplayedf theloggedin useris anadmin,
or if ordinary usersare allowed to view memberlist. The pageshows a list of
membersandtheir membershigypes. If you arean administator, you canedit
all usersexceptotheradministratordy clicking on the name.If you area super
administator, you canedit settingsof all membersIf you arenotanadminista-
tor, youwill notbeableto editothermembers settings.
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Removing a User A membercanbe unsubscribedby clicking on the email ad-
dressandclicking on DeleteUserlink onthebottomright of the page.

Adding a User If you are an administrator you canaddnew usersby clicking
AddNew Useron the bottomright of the screen.You will needto provide
theemailaddres®f the new member

9.4.3 Subscription Requests

If thelist subscriptioris closed hev memberswill needto beapproredby admin-
istrators.Whenausertriesto subscribeanemailwill besentto all administrators,
with instructionsaboutapproring the subscriptiorrequestlIf youareloggedin as
alist administratoryou canview subscriptiorrequest@ndapproe or rejectthem
in this section.

You mayview the subscriptiorrequestsy clicking PendingRequestsn the bot-
tomright onthe screen.You canaccesshis sectiononly if youareanadministra-
tor, sinceonly administratorc£anapprove subscriptiorrequests.

All requestdor subscriptiongo this mailing list will be listed underthe header
SubscriptionRequest®on this page. To approe a user checkthe box next to
the emailaddressandclick on the Subscribebutton on the bottomright side of
the screen.Now the userwill be subscribedo the mailing list. You canrejecta
subscriptiorrequesusingthe Rejectbutton.
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9.4.4 Moderating Posts

Whena messagés submittedto a modeated mailing list, that messagevill be
sentto all modeatorsin thelist. Usingthe PendingRequestéink on the bottom
right sideof the screenyou canview the mails postedto amoderatednailing list
but notyetapprovedor rejected.

The WebTool will displaythe pendingpostsunderthe headerPostsTo Be Mod-
erated To approve or rejecta post, click on the correspondindink. A pop-up
window will appearwhich shavs the contentsof the post,includingall headers.
You may approre or rejectthis postusingthe control buttonson the top of the
pop-upwindow. Remembethatonly thoseuserswho aremodeators canaccess
this section.

10 Troubleshooting

This sectionoutlinesstepshelpful in dehugging possibleproblemsyou may en-
counterwhile con guring the Secue List Port.

Can't Setthe List Sener Email Address The List ServerEmail Ad-
dressis theaddres®f the Secue List Port. This emailaddresshouldexist
on the sener. So you needto usea virtual domainde ned on this sys-
tem asthe domainpartof the List ServerEmail Address For example,if

corp.guadiandigital.comis a virtual domainexisting on this sener, you
canuselist-manaer@corp.guatiandigital. omasthe List ServerEmail
Address If thereareno virtual domainsde ned on this sener, you must
createone. Referto Secue Mail SuiteUser Guidesection6.3.2(page38)
for informationaboutcreatinga virtual domain.

Can't Start SecureList Port Ul Secue List Port Ul needsavirtual host
torun. Selectavirtual hostfrom thedropdown menuin theGlobal Settings
pageandclick UpdateSettingsIf thereareno virtual hostsde ned onthis
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sener, you shouldcreateonefrom the Virtual Hostsectionaccessiblérom
the mainindex page. Referto Engaide User Manual section4.3.1 (page
56) for informationaboutcreatingvirtual hosts.

Can't Subscribeto a List Through Email  To subscribeto alist called
testlist, existing on the virtual domain corp.guadiandigital.com,senda
mail totestlist-equest@corp.gudiandigital.comwith thesubjectsubscribe
You mustgeta reply from the Secue List Port. If thereis no reply, check
if the mail systemis running, usingthe SMSContmrl Panel If you are
sendingthe subscriptiorrequestrom a secondmachine make surethatit
reacheshesener. ProperDNS entrieswith anMX recordshouldexist for
thisvirtual domain.(Referto Engaide User Manualsectiond.4.5for more
informationaboutcon guring DNS) Also, make surethatyou don't have
ary body/headechecksor accesgontrolsettingghatmaypreventthis mail
from beingdelivered.Make surethatthevirtual domainstill exists. Youcan
checkthelogsto seeif Secue List Port actuallyreceivedyour subscription
requestRemembeto setthelogginglevel to Medium beforeviewing logs.
If yougetareply from Secue List Port, thereasoryou can't besubscribed
will beexplainedin it.

CC Lists and Union Lists Doesn't Work  Make surethatthelists are
separatety comma,f therearemultiple entriesin theseelds. Enteronly
thosemailing lists de ned onthis sener.

UsersCant Postto the List  First, make surethatthe useris postingto
the correctemail address.For a list namedtestlist createdin the virtual

domaincorp.guadiandigital.com theemailaddresgo be usedfor posting
is testlist@corp.guatiandigital.com If youaresendingmail from adistant
sener, make surethatthe postreacheshe sener. ProperDNS entrieswith

anMX recordshouldbe createdn the DNS sener for the virtual domain
usedby this mailing list. (Referto Engarde User Manual section4.4.5for

moreinformationaboutcon guring DNS). Checkif thisis amoderatedist.

If so,all postswill besentto list moderatorsMake surethatthereis atleast
onemoderatoiin thelist. Also, checkif the useris allowedto post,in the
User Maintenancesection. Checkif a PostPasswod is setfor thelist, in

the Securitysection.If thereis a PostPasswod, removeit andtry again.

No Virtual Hosts are Available in the Archives Section  All virtual
hostsexisting on this systemwill be listedin the Local Virtual Host eld.
To createa virtual host,referto Engaide User Manual section4.3.1(page
56). You can't view mail archivesunlessavirtual hostis created.
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| have Created a Virtual Host, but | Still Can't View the Archives
Make surethatyou have createdproperentriesin your DNS sener for re-
solvingthevirtual hostto thesenerhostingthemail lists. Referto Engarde
UserManualsectiond.4.5(page92) for informationaboutsettingup DNS
entries.

| have Speci ed a Maximum Ageof Archivesto Retain,but Old Ar chives
arenot Deleted Be sureto setDeleteOld Archivesoptionto Yes Old
archiveswill be removed only if this optionis setto Yesand a valueis
enteredn the eld MaximumAge of archivesto retain

List Owner Doesnot Receve Reports Goto thelLoggingandReporting
sectionandsetSendDaily Reportgto the Owner?optionto Yes
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