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1 Intr oduction

Welcometo the GuardiarDigital SecureMail Suite!

Built onthefoundationof EnGardev1.5,the Guardian Digital Secue Mail Suitepro-
videstheability to createacompleteemailsystenfor anentireorganization Designed
to meettheneedf smallbusinessegnterprisdevel companieslSPsandASPslook-
ing to secureandmanagecorporateemail operationsSecue Mail Suiteis capableof
managingll emailfunctionswithin anorganization.

Secue Mail Suiteofferssimpli ed administratiorcapabilitiesto build a completeen-
terprisemail ervironment,andengineeredo scaleto thousandef usersanddomains.
Throughits useof advancedaccessontrol andauthenticatiormechanismsgompre-
hensve auditingandreportingfeaturesanti-spamandanti-virusprotectionaswell as
encrypteccommunicationgacilities, Secue Mail Suite deliversprotectionfrom con-
stantlyevolving onlinethreatsfor bothinternalandexternalmail systems.

This manualis a quick introductionto help you setup Secue Mail Suite For more
detailednformationaboutsettingupandcon guring theGuardiarDigital Secue Malil
Suite Pleasaeferto the completeSecue Mail SuiteUserGuide.



Chapter2 ContactingGuardiarDigital

2 Contacting Guardian Digital

GuardianDigital welcomesyour input andfeedback. You may direct all questions,
commandsor requestoncerninghe softwareyou purchasedyour registrationsta-
tus, or similar issuego the GuardianDigital CustomerServicedepartmenat the fol-
lowing address:

GuardiarDigital CustomeiService

165 ChestnutStreet

Allendale,New Jersg 07401

United States

Phone: +1-201-934-9230

E-Mail: customesservice@guardiandigital.com
World Wide Web:  http://www.guardiandigital.com

Online Store: http://store.guardiandigital.com
Support: support@guardiandigital.com

Thedepartmens hoursof operationare9:00AM to 5:00 PM EasterrTime, Monday
throughFriday.

GuardianDigital providescomprehensie supportfor Secue Mail Suite Referto the
Secue Mail SuiteUserGuidefor moreinformationaboutcontactingGuardiarDigital
for support.
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Section3.1

3 Purposeof This Document

Thisdocuments designedo give you aquickintroductionfor settingup amail sener

usingGuardian Digital Secue Mail Suite This documenttoversbasiccon guration

of Secue Mail Suite alongwith providing stepby stepinstructionsfor settingup a

mail sener. By thetime you completereadingthis guide,you shouldbe ableto
Createlocal useraccounts

Seta hostnamefor your madine

Setup a relay host.  Relay hostsare machinesthat will relay mail out to
the Internet. Settingup a relay hostfor your mail sener will causeit to send
outgoingmail throughtherelay host.

Setclientrestrictions Setup restrictionson senderdor acceptingmail.

Setup Mirtual Domainsand addresses Setup the sener asa mail storefor a
domain.

CreateMail Routes Forwardmail for speci eddomaingo particularmachines.
Setup Mail Filters  Settingup SpamandVirus Filtering on your mail sener.

SpamandVirus Itering component®f SecureMail Suiteshouldbeinstalled.

For moredetailedinstructiongfor con guring SecureMail Suite,referto theGuardian
Digital Secue Mail SuiteUserGuide You mustreferto the correspondingnanuals
for con guring the WebShae Manager andMail List Manager component®f Secure
Mail Suite.

3.1 Terminology

Simple Mail Transfer Protocol A protocolfor sendinge-mailmessagesetweerseners.
Also commonlyrefferedasSMTR.

Fully Quali ed Domain Name The full domainnamethatincludesall higherlevel
domainnames.

Domain Name Service An Internetservicethattranslateslomainnamesnto IP Ad-
dressesCommonlyreferredto asDNS.

Spam Unwantedillegitimatebulk mail.
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Chapter3 Purposeof This Document

Mail Relay A senerthatroutesan email to the correctdestination.Mail relaysare
usedto forwardall mail for thelocal domainto the mail store.

Domain A domainnameis a hamegivento a group of machines.A domainname
identifesoneor morelP addressesin anemailaddressthe partto the right of
‘@' isthedomainname.

Virtual Domain A domainthatexistsasasoftwareentityonthesener, whichdoesnt
needa dedicatedhardware location. A sener canreceve mail for a virtual
domain.
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3.2 Example Setup

The examplesin this guidewill usea real-life setupdetailedbelon. The setupbeing
usedwill have amain SMTP senerwhich will actasa mail relayto a mailbox/spool
senerthatstoreshe mail.

Thefollowing diagramoutlinesthis con guration:

Internet / Outside
Network
Switch
_|_

=
==
—
—
—

smtp.corp.guardiandigital.com mailbox.corp.guardiandigital.com

192.168.50.2 192.168.50.3

We will beusingthe 192.168.50.0/2#etwork (corp.guardiandigital.am) for our ex-
ample.Thetwo mail senerswill be:

192.168.50.Zsmtp.corp.guardiandigl.com)
192.168.50.3mailbox.corp.guaridndgital.com)

Generallythesetwo mail senerswill belocatedon the samenetwork, protectecby a
rewall. DNS servicewill berequired.However, boththe con guration of a re wall
andDNS is beyondthe scopeof this guide.

Quick StartGuide 5



Chapter3 Purposeof This Document

Here,smtp.corp.guatiandigital.comis the SMTP sener thatreceves mail from the
Internet.mailbox.corp.guadiandigtal.comis the mail store.
smtp.corp.guatiandigital.conrecevesmail for thedomaincorp.guadiandigital.com
andforwardsit to mailbox.corp.guadiandigitd.com. mailbox.corp.guadiandigital.com
storesmail for the domaincorp.guadiandigital.com andlocal usersaccesst to read
theirmail. All local useraccountsxist in mailbox.corp.guadiandigita.com.

You cancreatgustonesenerto be amail storewithoutinvolving arelay. Thismeans
thatthe mail storemustbe ableto receive mail directly from the Internet. Follow the

instructionsfor creatinga mailstore,but leave the relay hostand badup relay host
empty

6 GuardianDigtal SecureMail Suite



Sectiond.1

4 Installing the Guardian Digital Secure Mail Suite

GuardianDigital SecureMail Suiteis installedvia the GuardianDigital SecureNet-
work (GDSN).To install SecureMail Suiteinsertthe CD-ROM disk thatwasincluded
with the GuardianDigital SecureMail Suitepurchasénto the CD-ROM drive of the
EnGardeseneryouwill beinstallingthe SecureMail Suiteon.

Selectingnstall fromLocal Mediain the GDSNwill performtheinstallation.Instruc-
tions on how to usethe GDSN canbe found in Section5 on page173 of EnGarde
SecureProfessionalUserManual. Additionally, the Install from Local Mediaportion
canbelocatedon pagel75underSections.1.2Install from Local Media

4.1 Accessingthe Installed Mail Suite

Oncethe GDSN nishes installingall of the SecureMail Suite packagesthe Secure
Mail Suiteportionwill beaccessiblérom the WebTool locatedin placeof the original
Mail Con guration option in the SystemManagement now labeledas Secue Mail

Suite

Secure Shell Edit your system-wide secure shell configuration and generate
Management keys.

Secure Mail Suite Mail server, virus, and spam configuration.

DNS Management Create forward and reverse zones and edit the global options.
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5 Adding Users

After installing SecureMail Suite,you mustcreatelocal useraccounts.You needto
createuseraccountonly if this machineis a mail store. You mustcreatea userfor
eachmail accounto behostechere.

This sectiondescribediow to setup usersfor SecureMail Suite. To adda user goto
the SystenManagementectionfrom themainindex page.Usercreationandmanage-
mentis donein the subsectiorocal UserManagement

To createa user click CreateNew User.

Username uib Real Name Home Directory
ryan 500 Ryan W. Maple /homefryan
david 501 /home/david
jerrin 502 /homedjerrin
clamav 503 /home/clamav
pete 504 /home/pete

Create New User | Configure Secondary Groups

Thefollowing optionsareprovidedfor creatinga user

Usemame Theusernaméhatwe wantto create
Real Name Full nameof the personusingthis username.
Password Thepassverd of thisuser

Verify Password Enterthepasswardherealso.This eld isto verify thatthereareno
spellingmistakesin the passvord.

Access CheckE-Mail Onlyif thisuseraccounis for receving emailonly. If checled,
theuserwill nothave shellaccesdo thesystem.

Group Membership Eachusershouldbelongto agroup.Youcaneithercreateanewv
groupfor this user or addthis userto anexisting group.
To createanew group,selectNew Groupandenterthe nameof thegroupin the
box. Thegroupwill be automaticallycreatedandthe userwill be addedto that
group.
To addthe userto an existing group, selectExisting Group andenterthe name
of thegroupontheboxbelov. Theuserwill beaddedo thatgroup.
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Whenall thenecessanelds arecompletedclick Createto addtheuser Oncecreated,
theuserwill belistedin the Local User Managementsection.

In the examplecon guration mailbox.corp.guadiandigital.comis the mail store. So
we needto creatdocal usersin mailbox.corp.guadiandigital.com.Since
smtp.corp.guatiandigital.comis a mail relay, thereis no needto createlocal userson
thatmachine.
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6 General Con®guration

This sectionoutlinesthe basicstepsneededo setup this machineasa mail sener.

The rst stepwould beto give this machinea hostnameAfter that,you canspecifya
relay host,if neededRelayhostsneedto be createdonly if this machinecannotsend
mail directly to the Internet.If de ned, the mail senerwill forwardall outgoingmail

totherelayhost.

Youshouldselecta clientrestrictionspolicy for this mail sener. Theserestrictionsare
appliedto machinedrying to sendmail to our sener. Client restrictionshelp reject
illegitimatemail, mostly spam.

AccessingSecure Mail Suite To accesgshe SecureMail Suite from the WebTool,
goto sectionMain Index :: SystemManagement. Now click Secue Mail Suiteunder
ServiceCon guration section.An index pagewill be displayed from which you can
easilyaccesvariouscomponent®f the Secue Mail Suite

Goto SMS:: Generl Con guration by clicking ServerCon guration in the section
Geneal Con guration.

6.1 Setting Machine Hostname

You mustgive this machinea hostnamebeforesettingup the mail sener. Enterthe
hostnamdan Machine Hostnameoption and click the SaveCon guration button in
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RelayHost Section6.3

the bottom of the page. The hostnameshouldbe the fully quali ed domainname
(FQDN) of the machine.In the following example,we setthe machinehostnameas
mailbox.corp.guadiandigita.com

Also, you needto createan entry for the hostnameandassignit to anMX recordin
your DNS sener. Referto the EngardeUserManualfor instructionsfor doing this.
You mustbe ableto resole the IP addres®f the machineusingthe hostnameln this
example the namemailbox.corp.guardiaridital.comshouldresoleto the IP address
of thismachineusingDNS.

6.2 RelayHost

If the machineneedsto passmail to anothermail sener to get out to the Internet,
the hostnameof the mail sener shouldbe de ned asthe RelayHost If a RelayHost
is de ned, mail to all domainsnot de ned asa mail route or virtual domainwill be
forwardedto themachinede ned asRelayHost. Generallythis optionis usedto relay
outgoingmail.

In theabove screen-shogxample the machinehostnames setas
mailbox.corp.guadiandigitd.comandit forwardsall outgoingmail to themachine
smtp.corp.guatiandigital.com smtp.corp.guatiandigital.comsendsthe mail out to
theInternet.

You cansetthe RelayHostandBadup RelayHostin the Geneal Con guration sec-
tion. The machinewill forward mail to Badkup RelayHostif the RelayHost is not
available or doesnt acceptmail. Note that Relay Hosts and Badkup Relay Hosts
shouldhave correspondinddNS entries. You shouldbe ableto resohe themto the
correspondingP addresses.

6.3 Client Restrictions

Client restrictionsde ne how the machineacceptsmail. It de nes what machines
may connecto this senerandsendor relay mail usingthe SMTP service.The client
restrictionssectionprovidesthreepolicy levels: none modeateandstrict.
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None If setto none no client restrictionswill beimplemented.All connectingmail
senerswill beableto sendmail to this senerif the destinatioris valid for this
sener. Thisoptionshouldalmostneverbechosen.

Moderate SelectingModematerejectsmail if eitherthesendedomainor therecipient
domainis not a FQDN (Fully Quali ed DomainName)or cannotbe resohed
by DNS. It will alsorejectmail if thesendethostnames in invalid format. This
is therecommendedption.

Strict SelectingStrict will setthe mail sener to rejectall incomingmail wherethe
senders hostnamecannotbe resohed by DNS, in additionto all otherrestric-
tions at the modeate level. This settingmay rejectvalid mail undercertain
circumstanceandmustbe usedwith caution.

At this stage,you shouldhave setup the mail sener with useraccountsassignedt
a hostnameandoptionally de ned a relay host. At this point, the machineshouldbe
ableto sendmail outto theInternet. Thefollowing partof this guidewill discusshow
to con gure this mail senerto acceptmail for a particulardomain,or to forwardmail
for certaindomaingo othermachines.
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7 Creating Virtual Domains

Youneedto createvirtual domaingf this machines to beamail store.For example if
this machineis to acceptmail for the emailaddressales@corp.gualiandigital.com,
you mustcreatea virtual domaincorp.guadiandigital.comon this machineandadd
theusersalesto thatdomain.

Youdon't needto createvirtual domainsf themachineonly forwardsor relaysmail to
othermachinesCreatinga virtual domainwill make the machinethe nal destination
for thatdomain.

You shouldhave createdan MX recordfor the virtual domainin your DNS sener.
The MX recordshouldpoint to this machine.Referto the EngardeUser Manualfor
instructionsabouthow to do this.

In the examplesetup,mailbox.corp.guadiandigitd.comis the mail storefor the do-
maincorp.guadiandigital.com Soavirtual domaincorp.guadiandigital.comshould
be createdn mailbox.corp.guadiandigitd.com.

7.1 Creatingavirtual domain

Click Virtual Domainsin the Aliases,DomainsandRoutingsection.This pagelists all
virtual domainsde ned onthis mail sener. To createa new virtual domain,click New
Virtual Domain.A pop-upwindow will comeup with thefollowing options.

Virtual Domain Enterthevirtual domainhere.

Postmaster The postmasteis anemailaddres®f arealuserthatwill actasadefault
(sometimescalled catchall) email address. If an email is sentto a userthat
doesnt exist in the virtual domain,the postmasteof thatdomainwill receve
the mail. This is anoptional eld. If the postmasteis not de ned, mail to
unknown userswill berejected.
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Chapter7 CreatingVirtual Domains

Now click CreateDomainto createthe virtual domain

In theexample thevirtual domaincorp.guadiandigital.comwill becreatedwith post-
masteradmin@guadiandigital.com

Youshouldhave con gured DNS sothatall mail for corp.guadiandigital.conreaches
this machine.Thisis doneby addingaMX recordfor thedomaincorp.guadiandigit-
al.comin the DNS sener, thatpointsto this machine.lf theMX recordof corp.guad-
iandigital.compoints to anothermachine(say smtp.corp.guatiandigital.con), you
must con gure that machine(smtp.corp.guatiandigital.con) to forward all mail in
thedomaincorp.guadiandigital.comto this machineusinga mail route.

7.2 Adding Usersto a Virtual Domain
After creatinga virtual domain,you mustcreateaddressem thatdomain. After you
have createdanaddressthe mail senerwill beableto receve mail for thataddress.

To createan addressn a virtual domain,click the nameof the domain. A pop-up
window will comeup listing all existing addressem thatdomain.

To createa new virtual addressclick New Address. Now enterthe addressand the
recipient. The recipientcanbe a full email addresgo anotherdestinationor a local
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Adding Usersto a Virtual Domain Section7.2

usernamgone of the userscreatedn section5.1). Click CreateAddressto addthis
addresgo thevirtual domain

In theexamplewe createdanaddressalesn thevirtual domaincorp.guadiandigital.c-
om, with therecipientastheusemryan. Now, thesenerwill recevemail for sales@corp.-
guariandigital.comanddeliver themto the mailboxof local userryan.

In thescreen-shagxample two addressearecreatedn thevirtual domaincorp.guadian-
digital.com sales@corp.gualiandigital.comandsupport@corp.guatiandigital.com
All mailto thesewo addressewill bedeliveredto theaccount®of localusersyanand
jerrin respectiely. Mail to ary otheraddressn the domaincorp.guadiandigital.com
(mailto sayryan@corp.guadiandigital.com)will besentto thepostmastefadmin@gu-
ardiandigital.con).

At this point, you shouldhave setup atleastonevirtual domainin themachinecon g-
uredasmail store,createcaddressem it andsetup a DNS senerwith anMX record
pointing to the mail store. Now, you shouldbe able to receve mail for the virtual
domain.
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8 CreateMail Routes

You needto createmail routesif this mail seneris to relay mail to anothemachine.
Mail routesareusedto forwardmail for adomainto themachineservingasmail store
for thatdomain.

Eachmail route hasa domainnameanda destination. A mail routetells the sener
to relay mail for a particulardomainto a particularmachine.You mustcreatea mail
routefor every domainthis seneris to relay mail for.

In ourexamplesetup themachinesmtp.corp.guatiandigital.conshouldrelayall mail
for thedomaincorp.guadiandigital.com(Eg: mail to sales@corp.gualiandigital.con)
to the machinemailbox.corp.guadiandigital.com So,a mail routeshouldbe created
in smtp.corp.guatiandigital.canthatforwardsmail for thedomaincorp.guadiandig-
ital.comto the machinemailbox.corp.guadiandigitd.com.

8.1 Creating A Mail Route

To createa mail route,go to sectionAliasesand Routing All existing mail routesare
listedin the sectionMail Routesn the bottomof this page.

Click De ne New Mail Routeto createanew mail route. A pop-upwindow will appear
with the following options.

Domain Thedomainnamefor which the sener shouldrelay mail.

Relay To To relay mail to anothersener, selectRemoteMachineandenterthename
of the remotemachinebelon. To deliver all mail for this domainlocally, select
theoptionLocal route store locally.
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Click CreateRouteto createthis mail route.
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9 MessageFiltering

GuardianDigital SecureMail Suiteprovidesprotectionagainsivirusesandspam.By
default, mail passingthroughthe sener is NOT scannedor virusesand spam. You
cancon gure themail Iter extensvely in ContentAnd Policy Enforcement{CAPE)
Center:: Mall Filters.

To performbasic Iter con guration,goto thesectionContentAndPolicy Enforcement
(CAPE)Center:: Mail Filters:: Geneasl Filters.

NOTE: This sectiononly appliesto thosesystemghathave installedCAPE Cen-
ter capabilities. Contactyour local GuardianDigital salesrepresentatie
for furtherinformation.

9.1 Enabling Virus Filter

Virus scanningcan be enabledor disabledin the Filter Con guration section. To
enablevirus ltering, settheoptionVirus Scanningo Enabledandclick SaveCon g-
uration.

9.2 Enabling SpamFilter

Spamscanningcanalsobe enabledor disabledfrom the Filter Con guration section.
To enablespam Itering, setthe option SpamScanningto Enabledand click Save
Con guration.
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9.3 Enabling Outbound Scanning

Youmayenableor disablescanningputboundmail in theFilter Con gurationsection.
To enablescanningoutgoingmail, setthe option OutboundScanningo Enabledand
click SaveCon guration. Now all mail goingout to the Internetwill be scannedor
spamandviruses.

9.4 Outbound SpamProtection

If you enabledOutboundScanning(describedabore), mail going out to the Internet
will be scannedor both virus andspam.In mary casesscanningoutgoingmail for
spammaynotbenecessarif thereis no probabilityof localuserssendingspam.Some
of thelegitimateoutgoingmail maylookslik e spam,andthey maybetaggedasspam
beforegetting sentto the recipient. This sectiondescribeshow to exclude outgoing
mail from beingscannedor spam.

Goto ContentAnd Policy Enforremen{CAPE)Center:: Mail Filters:: SpamFilter
Settings:: OutboundSpamProtection Hereyou cande ne whitelistsfor domains
excludedfrom spamscanning.

For example,if your domainis corp.guadiandigital.com you probablydon't want
mail from thedomaincorp.guadiandigital.comto be spamscannedin this caseyou
needo createanOutboundomainWhitelistentryfor thedomaincorp.guadiandigit-
al.com

To createanew whitelistentry, click New OutboundWhitelistEntry. A pop-upwindow
will comeup. Enterthedomainnamein the eld Pattern You maychooseo create
anadditionalentryfor all sub-domains.
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Oncecreatedthe entrywill belistedin the OutboundDomainWhitelist In the exam-
ple,all mail from corp.guadiandigital.com(Eg: mail from admin@corp.guatiandig-
ital.com) will notbescannedor spam.Theentry.corp.guadiandigital.cormstanddor
all sub-domainsf thedomaincorp.guadiandigital.com(Eg: hr.corp.guadiandigita-
l.com).
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