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1 Intr oduction

Welcometo theGuardianDigital SecureMail Suite!

Built on thefoundationof EnGardev1.5,theGuardianDigital SecureMail Suitepro-
videstheability to createacompleteemailsystemfor anentireorganization.Designed
to meettheneedsof smallbusinesses,enterpriselevel companies,ISPsandASPslook-
ing to secureandmanagecorporateemailoperations,Secure Mail Suiteis capableof
managingall emailfunctionswithin anorganization.

Secure Mail Suiteofferssimpli�ed administrationcapabilitiesto build a completeen-
terprisemail environment,andengineeredto scaleto thousandsof usersanddomains.
Throughits useof advancedaccesscontrolandauthenticationmechanisms,compre-
hensiveauditingandreportingfeatures,anti-spamandanti-virusprotection,aswell as
encryptedcommunicationsfacilities,Secure Mail Suite deliversprotectionfrom con-
stantlyevolving onlinethreatsfor bothinternalandexternalmail systems.

This manualis a quick introductionto help you setup Secure Mail Suite. For more
detailedinformationaboutsettingupandcon�guring theGuardianDigital SecureMail
Suite, Pleasereferto thecompleteSecureMail SuiteUserGuide.
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2 Contacting Guardian Digital

GuardianDigital welcomesyour input andfeedback.You may direct all questions,
commands,or requestsconcerningthesoftwareyou purchased,your registrationsta-
tus,or similar issuesto theGuardianDigital CustomerServicedepartmentat thefol-
lowing address:

GuardianDigital CustomerService
165ChestnutStreet
Allendale,New Jersey 07401
UnitedStates

Phone: +1-201-934-9230
E-Mail: customer.service@guardiandigital.com
World WideWeb: http://www.guardiandigital.com
OnlineStore: http://store.guardiandigital.com
Support: support@guardiandigital.com

Thedepartment'shoursof operationare9:00AM to 5:00PM EasternTime,Monday
throughFriday.

GuardianDigital providescomprehensivesupportfor Secure Mail Suite. Referto the
SecureMail SuiteUserGuidefor moreinformationaboutcontactingGuardianDigital
for support.

2 GuardianDigtal SecureMail Suite



Section3.1

3 Purposeof This Document

Thisdocumentis designedto giveyouaquick introductionfor settingupamail server
usingGuardian Digital Secure Mail Suite. This documentcoversbasiccon�guration
of Secure Mail Suite, alongwith providing stepby stepinstructionsfor settingup a
mail server. By thetimeyoucompletereadingthis guide,youshouldbeableto

� Createlocal useraccounts

� Seta hostnamefor yourmachine

� Setup a relay host. Relay hostsare machinesthat will relay mail out to
the Internet. Settingup a relay host for your mail server will causeit to send
outgoingmail throughtherelayhost.

� Setclient restrictions Setup restrictionsonsendersfor acceptingmail.

� Setup Virtual Domainsandaddresses Setup theserver asa mail storefor a
domain.

� CreateMail Routes Forwardmail for speci�eddomainsto particularmachines.

� Setup Mail Filters Settingup SpamandVirus Filtering on your mail server.
SpamandVirus �ltering componentsof SecureMail Suiteshouldbeinstalled.

For moredetailedinstructionsfor con�guring SecureMail Suite,referto theGuardian
Digital Secure Mail SuiteUserGuide. You mustrefer to thecorrespondingmanuals
for con�guring theWebShareManager andMail List Manager componentsof Secure
Mail Suite.

3.1 Terminology

SimpleMail Transfer Protocol A protocolfor sendinge-mailmessagesbetweenservers.
Also commonlyrefferedasSMTP.

Fully Quali�ed Domain Name The full domainnamethat includesall higherlevel
domainnames.

Domain NameService An Internetservicethattranslatesdomainnamesinto IP Ad-
dresses.Commonlyreferredto asDNS.

Spam Unwantedillegitimatebulk mail.
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Chapter3 Purposeof ThisDocument

Mail Relay A server that routesan email to the correctdestination.Mail relaysare
usedto forwardall mail for thelocal domainto themail store.

Domain A domainnameis a namegiven to a groupof machines.A domainname
identifesoneor moreIP addresses.In anemailaddress,thepart to theright of
'@' is thedomainname.

Virtual Domain A domainthatexistsasasoftwareentityontheserver, whichdoesn't
needa dedicatedhardware location. A server can receive mail for a virtual
domain.
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3.2 ExampleSetup

Theexamplesin this guidewill usea real-life setupdetailedbelow. Thesetupbeing
usedwill have a mainSMTPserver which will actasa mail relayto a mailbox/spool
server thatstoresthemail.

Thefollowing diagramoutlinesthis con�guration:

Internet / Outside

Network


Switch


smtp.corp.guardiandigital.com

192.168.50.2


mailbox.corp.guardiandigital.com

192.168.50.3


Router


Gateway


We will beusingthe192.168.50.0/24network (corp.guardiandigital.com) for our ex-
ample.Thetwo mail serverswill be:

192.168.50.2(smtp.corp.guardiandigital.com)
192.168.50.3(mailbox.corp.guardiandigital.com)

Generallythesetwo mail serverswill belocatedon thesamenetwork, protectedby a
�re wall. DNS servicewill berequired.However, boththecon�guration of a �re wall
andDNSis beyondthescopeof this guide.
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Here,smtp.corp.guardiandigital.comis theSMTP server that receivesmail from the
Internet.mailbox.corp.guardiandigital.comis themail store.
smtp.corp.guardiandigital.comreceivesmail for thedomaincorp.guardiandigital.com,
andforwardsit tomailbox.corp.guardiandigital.com. mailbox.corp.guardiandigital.com
storesmail for thedomaincorp.guardiandigital.com, andlocal usersaccessit to read
theirmail. All localuseraccountsexist in mailbox.corp.guardiandigital.com.

Youcancreatejustoneserver to beamail storewithout involving a relay. Thismeans
that themail storemustbeableto receive mail directly from theInternet.Follow the
instructionsfor creatinga mailstore,but leave the relay host andbackup relay host
empty.
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4 Installing the Guardian Digital Secure Mail Suite

GuardianDigital SecureMail Suiteis installedvia theGuardianDigital SecureNet-
work (GDSN).To installSecureMail SuiteinserttheCD-ROM disk thatwasincluded
with theGuardianDigital SecureMail Suitepurchaseinto theCD-ROM drive of the
EnGardeserveryouwill beinstallingtheSecureMail Suiteon.

SelectingInstall fromLocalMediain theGDSNwill performtheinstallation.Instruc-
tions on how to usethe GDSN canbe found in Section5 on page173 of EnGarde
SecureProfessionalUserManual.Additionally, theInstall fromLocal Mediaportion
canbelocatedonpage175underSection5.1.2Install fromLocalMedia.

4.1 Accessingthe Installed Mail Suite

OncetheGDSN�nishes installingall of theSecureMail Suitepackages,theSecure
Mail Suiteportionwill beaccessiblefrom theWebTool locatedin placeof theoriginal
Mail Con�guration option in the SystemManagement, now labeledas Secure Mail
Suite.
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5 Adding Users

After installingSecureMail Suite,you mustcreatelocal useraccounts.You needto
createuseraccountsonly if this machineis a mail store. You mustcreatea userfor
eachmail accountto behostedhere.

This sectiondescribeshow to setup usersfor SecureMail Suite.To adda user, go to
theSystemManagementsectionfrom themainindex page.Usercreationandmanage-
mentis donein thesubsectionLocalUserManagement.

To createa user, click CreateNew User.

Thefollowing optionsareprovidedfor creatinga user.

Username Theusernamethatwe wantto create

RealName Full nameof thepersonusingthis username.

Password Thepassword of this user.

Verify Password Enterthepasswordherealso.This �eld is to verify thatthereareno
spellingmistakesin thepassword.

AccessCheckE-Mail Only if thisuseraccountis for receiving emailonly. If checked,
theuserwill nothaveshellaccessto thesystem.

Group Membership Eachusershouldbelongto agroup.Youcaneithercreateanew
groupfor thisuser, or addthis userto anexistinggroup.
To createanew group,selectNew Groupandenterthenameof thegroupin the
box. Thegroupwill beautomaticallycreatedandtheuserwill beaddedto that
group.
To addtheuserto anexisting group,selectExistingGroupandenterthename
of thegroupon theboxbelow. Theuserwill beaddedto thatgroup.
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Whenall thenecessary�elds arecompleted,click Createto addtheuser. Oncecreated,
theuserwill belistedin theLocalUserManagementsection.

In theexamplecon�guration mailbox.corp.guardiandigital.comis themail store. So
we needto createlocalusersin mailbox.corp.guardiandigital.com.Since
smtp.corp.guardiandigital.comis a mail relay, thereis noneedto createlocaluserson
thatmachine.
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6 GeneralCon®guration

This sectionoutlinesthe basicstepsneededto setup this machineasa mail server.
The�rst stepwould beto give this machinea hostname.After that,you canspecifya
relayhost,if needed.Relayhostsneedto becreatedonly if this machinecannotsend
mail directly to theInternet.If de�ned, themail server will forwardall outgoingmail
to therelayhost.

Youshouldselectaclient restrictionspolicy for thismail server. Theserestrictionsare
appliedto machinestrying to sendmail to our server. Client restrictionshelp reject
illegitimatemail, mostlyspam.

AccessingSecure Mail Suite To accessthe SecureMail Suitefrom the WebTool,
go to sectionMain Index :: SystemManagement. Now click SecureMail Suiteunder
ServiceCon�guration section.An index pagewill bedisplayed,from which you can
easilyaccessvariouscomponentsof theSecureMail Suite.

Go to SMS:: General Con�guration by clicking ServerCon�guration in thesection
General Con�guration.

6.1 SettingMachine Hostname

You mustgive this machinea hostnamebeforesettingup the mail server. Enterthe
hostnamein Machine Hostnameoption and click the SaveCon�guration button in
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the bottom of the page. The hostnameshouldbe the fully quali�ed domainname
(FQDN) of themachine.In the following example,we setthemachinehostnameas
mailbox.corp.guardiandigital.com.

Also, you needto createan entry for thehostnameandassignit to anMX recordin
your DNS server. Referto the EngardeUserManual for instructionsfor doing this.
Youmustbeableto resolve theIP addressof themachineusingthehostname.In this
example,thenamemailbox.corp.guardiandigital.comshouldresolve to theIP address
of this machine,usingDNS.

6.2 Relay Host

If the machineneedsto passmail to anothermail server to get out to the Internet,
thehostnameof themail server shouldbede�ned astheRelayHost. If a RelayHost
is de�ned, mail to all domainsnot de�ned asa mail routeor virtual domainwill be
forwardedto themachinede�nedasRelayHost.Generally, thisoptionis usedto relay
outgoingmail.

In theabovescreen-shotexample,themachinehostnameis setas
mailbox.corp.guardiandigital.comandit forwardsall outgoingmail to themachine
smtp.corp.guardiandigital.com. smtp.corp.guardiandigital.comsendsthemail out to
theInternet.

You cansettheRelayHostandBackupRelayHost in theGeneral Con�gurationsec-
tion. The machinewill forward mail to Backup RelayHost if the RelayHost is not
available or doesn't acceptmail. Note that Relay Hosts and Backup Relay Hosts
shouldhave correspondingDNS entries. You shouldbe able to resolve themto the
correspondingIP addresses.

6.3 Client Restrictions

Client restrictionsde�ne how the machineacceptsmail. It de�nes what machines
mayconnectto this server andsendor relaymail usingtheSMTPservice.Theclient
restrictionssectionprovidesthreepolicy levels:none, moderateandstrict.
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None If setto none, no client restrictionswill be implemented.All connectingmail
serverswill beableto sendmail to this server if thedestinationis valid for this
server. Thisoptionshouldalmostneverbechosen.

Moderate SelectingModeraterejectsmail if eitherthesenderdomainor therecipient
domainis not a FQDN (Fully Quali�ed DomainName)or cannotbe resolved
by DNS.It will alsorejectmail if thesenderhostnameis in invalid format.This
is therecommendedoption.

Strict SelectingStrict will set the mail server to rejectall incomingmail wherethe
sender's hostnamecannotbe resolvedby DNS, in additionto all otherrestric-
tions at the moderate level. This settingmay reject valid mail undercertain
circumstancesandmustbeusedwith caution.

At this stage,you shouldhave setup the mail server with useraccounts,assignedit
a hostnameandoptionallyde�ned a relayhost. At this point, themachineshouldbe
ableto sendmail out to theInternet.Thefollowing partof thisguidewill discusshow
to con�gure this mail server to acceptmail for a particulardomain,or to forwardmail
for certaindomainsto othermachines.
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7 Creating Virtual Domains

Youneedto createvirtual domainsif thismachineis to beamail store.For example,if
this machineis to acceptmail for theemailaddresssales@corp.guardiandigital.com,
you mustcreatea virtual domaincorp.guardiandigital.comon this machineandadd
theusersalesto thatdomain.

Youdon't needto createvirtual domainsif themachineonly forwardsor relaysmail to
othermachines.Creatingavirtual domainwill makethemachinethe�nal destination
for thatdomain.

You shouldhave createdan MX recordfor the virtual domainin your DNS server.
TheMX recordshouldpoint to this machine.Referto theEngardeUserManualfor
instructionsabouthow to do this.

In the examplesetup,mailbox.corp.guardiandigital.comis the mail storefor thedo-
maincorp.guardiandigital.com. Soa virtual domaincorp.guardiandigital.comshould
becreatedin mailbox.corp.guardiandigital.com.

7.1 Creating a virtual domain

Click Virtual Domainsin theAliases,DomainsandRoutingsection.Thispagelistsall
virtual domainsde�ned on thismail server. To createanew virtual domain,click New
Virtual Domain.A pop-upwindow will comeupwith thefollowing options.

Virtual Domain Enterthevirtual domainhere.

Postmaster Thepostmasteris anemailaddressof a realuserthatwill actasadefault
(sometimescalled catchall) email address. If an email is sent to a userthat
doesn't exist in the virtual domain,the postmasterof that domainwill receive
the mail. This is an optional �eld. If the postmasteris not de�ned, mail to
unknown userswill berejected.
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Chapter7 CreatingVirtual Domains

Now click CreateDomainto createthevirtual domain.

In theexample,thevirtualdomaincorp.guardiandigital.comwill becreated,with post-
masteradmin@guardiandigital.com.

Youshouldhavecon�guredDNSsothatall mail for corp.guardiandigital.comreaches
thismachine.This is doneby addinga MX recordfor thedomaincorp.guardiandigit-
al.comin theDNSserver, thatpointsto thismachine.If theMX recordof corp.guard-
iandigital.compoints to anothermachine(say smtp.corp.guardiandigital.com), you
mustcon�gure that machine(smtp.corp.guardiandigital.com) to forward all mail in
thedomaincorp.guardiandigital.comto this machineusingamail route.

7.2 Adding Usersto a Virtual Domain

After creatinga virtual domain,you mustcreateaddressesin thatdomain.After you
havecreatedanaddress,themail serverwill beableto receivemail for thataddress.

To createan addressin a virtual domain,click the nameof the domain. A pop-up
window will comeup listing all existingaddressesin thatdomain.

To createa new virtual address,click New Address. Now enterthe addressand the
recipient. The recipientcanbe a full email addressto anotherdestinationor a local
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username(oneof theuserscreatedin section5.1). Click CreateAddressto addthis
addressto thevirtual domain.

In theexamplewecreatedanaddresssalesin thevirtualdomaincorp.guardiandigital.c-
om, with therecipientastheuserryan. Now, theserverwill receivemail for sales@corp.-
guardiandigital.comanddeliver themto themailboxof localuserryan.

In thescreen-shotexample,twoaddressesarecreatedin thevirtualdomaincorp.guardian-
digital.com: sales@corp.guardiandigital.comandsupport@corp.guardiandigital.com.
All mail to thesetwo addresseswill bedeliveredto theaccountsof localusersryanand
jerrin respectively. Mail to any otheraddressin thedomaincorp.guardiandigital.com
(mail tosayryan@corp.guardiandigital.com)will besentto thepostmaster(admin@gu-
ardiandigital.com).

At thispoint,youshouldhavesetupat leastonevirtual domainin themachinecon�g-
uredasmail store,createdaddressesin it andsetupa DNS serverwith anMX record
pointing to the mail store. Now, you shouldbe able to receive mail for the virtual
domain.
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8 CreateMail Routes

You needto createmail routesif this mail server is to relaymail to anothermachine.
Mail routesareusedto forwardmail for adomainto themachineservingasmail store
for thatdomain.

Eachmail routehasa domainnameanda destination.A mail routetells the server
to relaymail for a particulardomainto a particularmachine.You mustcreatea mail
routefor everydomainthisserver is to relaymail for.

In ourexamplesetup,themachinesmtp.corp.guardiandigital.comshouldrelayall mail
for thedomaincorp.guardiandigital.com(Eg: mail to sales@corp.guardiandigital.com)
to themachinemailbox.corp.guardiandigital.com. So,a mail routeshouldbecreated
in smtp.corp.guardiandigital.comthatforwardsmail for thedomaincorp.guardiandig-
ital.comto themachinemailbox.corp.guardiandigital.com.

8.1 Creating A Mail Route

To createa mail route,go to sectionAliasesandRouting. All existing mail routesare
listedin thesectionMail Routesin thebottomof this page.

Click De�ne New Mail Routeto createanew mail route.A pop-upwindow will appear
with thefollowing options.

Domain Thedomainnamefor which theservershouldrelaymail.

RelayTo To relaymail to anotherserver, selectRemoteMachineandenterthename
of theremotemachinebelow. To deliver all mail for this domainlocally, select
theoptionLocal route, store locally.
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Click CreateRouteto createthis mail route.
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9 MessageFiltering

GuardianDigital SecureMail Suiteprovidesprotectionagainstvirusesandspam.By
default, mail passingthroughthe server is NOT scannedfor virusesandspam. You
cancon�gure the mail �lter extensively in ContentAnd Policy Enforcement(CAPE)
Center:: Mail Filters.

To performbasic�lter con�guration,goto thesectionContentAndPolicy Enforcement
(CAPE)Center:: Mail Filters :: General Filters.

NOTE: This sectiononly appliesto thosesystemsthathave installedCAPECen-
ter capabilities.Contactyour local GuardianDigital salesrepresentative
for furtherinformation.

9.1 Enabling Virus Filter

Virus scanningcan be enabledor disabledin the Filter Con�guration section. To
enablevirus �ltering, settheoptionVirus Scanningto Enabledandclick SaveCon�g-
uration.

9.2 Enabling SpamFilter

Spamscanningcanalsobeenabledor disabledfrom theFilter Con�gurationsection.
To enablespam�ltering, set the option SpamScanningto Enabledand click Save
Con�guration.
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9.3 Enabling Outbound Scanning

Youmayenableor disablescanningoutboundmail in theFilter Con�gurationsection.
To enablescanningoutgoingmail, settheoptionOutboundScanningto Enabledand
click SaveCon�guration. Now all mail goingout to the Internetwill be scannedfor
spamandviruses.

9.4 Outbound SpamProtection

If you enabledOutboundScanning(describedabove), mail going out to the Internet
will be scannedfor bothvirus andspam.In many cases,scanningoutgoingmail for
spammaynotbenecessaryif thereis noprobabilityof localuserssendingspam.Some
of thelegitimateoutgoingmail maylookslike spam,andthey maybetaggedasspam
beforegettingsentto the recipient. This sectiondescribeshow to excludeoutgoing
mail from beingscannedfor spam.

Go to ContentAndPolicy Enforcement(CAPE)Center:: Mail Filters :: SpamFilter
Settings:: OutboundSpamProtection. Hereyou cande�ne whitelists for domains
excludedfrom spamscanning.

For example,if your domainis corp.guardiandigital.com, you probablydon't want
mail from thedomaincorp.guardiandigital.comto bespamscanned.In this case,you
needto createanOutboundDomainWhitelistentryfor thedomaincorp.guardiandigit-
al.com.

To createanew whitelistentry, click New OutboundWhitelistEntry. A pop-upwindow
will comeup. Enterthedomainnamein the�eld Pattern. You maychooseto create
anadditionalentryfor all sub-domains.
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Oncecreated,theentrywill belistedin theOutboundDomainWhitelist. In theexam-
ple,all mail from corp.guardiandigital.com(Eg: mail from admin@corp.guardiandig-
ital.com) will notbescannedfor spam.Theentry.corp.guardiandigital.comstandsfor
all sub-domainsof thedomaincorp.guardiandigital.com.(Eg: hr.corp.guardiandigita-
l.com).
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